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NMPOIrPAMMA NMPAKTUKUA
52.0.02(H) Npou3sBoacTBeHHasa NpakTUKa, Hay4yHo-uccrneagoBaTesibckas
paboTta

Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM niaHoM

1. Kog 1 HaumeHoBaHMe HanpaBfeHUs NoAroTOBKU/cneunanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

MaTemMaTuyeckme MeToabl 3alnTbl MHOOPMaLINK

3. KBanudmkauusa (cteneHb) BbinyCkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Kachegpa, oTBeualowlas 3a peanusaumio npakTuku: ERP-cuctem 1 Gu3Hec-npoLLeccos

6. CoctaButenu nporpammbi: CacdoHoB Butanun BnagummpoBuy, K.T.H., AOLEHT Kadeapsl

ERP-cucTtem 1 busHec-npoueccos

(®UNO, y4yeHasi cmeneHb, y4eHoe 38aHUE)

7. PekoMeHgoBaHa: Hay4yHO-MeToAMYECKMM COBETOM ddakyrnbTeTa NPUKNagHON MaTeMaTUKK,
nHdopMaTukm U Mmexanukm 15.06.2021 r., npotokosn Nel0
(HaumeHogaHue pekomeHOyrwel cmpykmypsbi, 0ama, HOMEpP rPOMOoKoJa,

ommemku o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIn rop:_ 2025/2026 CewmecTp(bl): 9




9.Lllenb npakTuku:

— NoaroToBKa CTyAEeHTa K pellueHu0 3adad, OTHOCALWMXCHA K pasnuyHbiM npobrnemam
KomnnekcHoro obecnevyeHms MHPOPMaLMOHHON Be30NacHOCTU, a TakkKe K peLleHUo OTAeNbHbIX
dbyHAaMeHTanbHbIX NPo6nem, CBA3aHHbIX C KOMMbOTEPHON 6e30NacHOCTbLIO;

— yrnybrneHne n 3akpensnieHne TeopeTUYEeCKUX 3HaHWW, MOMYYEeHHbIX CTYAEeHTaMu npu
n3ydeHnn obLLenpodeccnoHanbHbIX U crneumanbHbIX JUCLUNINH;

— npuobpeTeHne N CoBEPLLUEHCTBOBAHME CTyAeHTaMu NpodeCcCUOHanbHbIX HaBbIKOB U
YMEHWUN, 3aKpennstoLwmnx Nosly4eHHble TeopeTuyeckue 3HaHus;

— pasBuTME Yy CTYAEHTOB UHTEPECA K Hay4YHO-UccrneaoBaTtenbckon paboTte, NpuBuTUE UM
HaBbIKOB MPOBEAEHUSA NCcneaoBaHuim;

— npoBefdeHWe  uUccnegoBaHWW,  HEMOCPeACTBEHHO  CBHA3a@HHbIX C  BbIMYCKHOM
kBanudukaumoHHon paboton (BKP).

3apauv NpakTUKK:

OcHoBHOM 3afjayen HaydHO-UccriefoBaTeNnbCKONn paboTbl ABNSETCS npuobpeTeHune
onbiTa B MCCNEOOBaHUN aKTyarlbHOW Hay4HOM Mpobrnembl, a Takke noabop Heobxoanmbix
MaTepuanoB A5 BbIMOMHEHMS BbIMYCKHOW KBaNMdUKaLMoHHOM paboThbl.

Bo Bpems Hay4HO-MccneaoBaTenbCKOM NPAKTUKK CTYAEHT LOIMKEH:

u3y4yume:

- WH(OPMALMOHHbIE  WUCTOMHWKM MO  pa3pabaTbiBaemMon Teme C  Uenbl  Ux
NCNONb30BaHMA NPU BbINOSTHEHUW BbIMYCKHOM KBANUMUKaLMOHHOM paboTbl;

- MeTogbl  MOLENMPOBaHUA U UCCNEAOBaHWs  BOMPOCOB  MHGOPMAaLMOHHON
BesonacHocTy;

- MeToAbl aHanm3a M obpaboTKM OaHHbIX, SBMSIOWMXCA BXOAHbIMU ONSA NPOBEAEHUS
Hay4YHOro MCCrneaoBaHus;

- WH(OPMALMOHHbIE  TEXHOMOMMK, MNPUMEHSIEMbIE B  HAYYHbIX UCCrefoBaHMSX,
nporpaMmmHble NPOAYKTbI, OTHOCALMECS K NpodeccruoHanbHom cgepe;

- TpeboBaHus K 0POPMIIEHNIO HAYYHO-TEXHUYECKON JOKYMEHTaLMK;

8bIMOSTHUMB:

- aHanus, cuctemartumsaunto n 0606LleHe nHpopMaL M No TeEMe UCCNeaOBaHNN;

- CpaBHeHue pe3ynbTaToB MccreaoBaHusi o6bekTa pas3paboTkm ¢ OTeYeCTBEHHbIMU U
3apybeXxHbIMK aHanoramu;

- aHanu3 Hay4YHOW N NPaKTUYECKON 3HAYUMOCTM MPOBOAUMbIX NCCREA0BaHUN.

10. MecTo npaktukm B cTpyktype OOI: o6s3amensHas Yyacmb 6roka b2.

Linkn (pasgen) OOM: B2 | kog gvcumnnudbl B YI: 52.65.02(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeH1s y4ebHON NpakTukM oby4vatomecs UCnonb3yT 3HaHWS, YMEHUS, COOPMUPOBaHHbIE
B XO[l€ U3YYEeHUs AUCLMNINH

1 B1.0.27 MeToabl onTumMusaumm

2 | b1.0.35 OO6bEeKTHO-OpNEHTMPOBAHHOE NPOrpaMmMmupoBaHme

3 | 61.0.36 BBegeHune B nporpaMmupoBaHue

4 | b1.0.37 MeTogbl nporpaMmMmpoBaHus

5 B1.0.40 Mogenun 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM

6 B1.0.42 OCHOBbI NOCTPOEHUSA 3aLMNLLEHHBIX KOMMBbIOTEPHBLIX CETEN

7 B1.0.43 OCHOBbI NOCTPOEHUS 3aLLUMLLEHHbIX 6a3 AaHHbIX

8 B1.0.44 3awnTa nporpaMmm 1 gaHHbIX

9 B1.0.51 3almra uHopmaLmm OT YTEYKM N0 TEXHUHECKMM KaHanam
10 | 61.0.54.01 MeToabl anrebpanyeckon reomeTpun B Kpuntorpacpum

11 | 61.0.54.03 lMporpammHas peanuaaumsi KpUNTOaNropuTMOB

12 | 51.0.54.05 CoBpeMeHHble NpobnemMbl MHOpMaLUOHHOM 6e30NacHOCTU
13 | 51.0.43.06 MeToabl pa3paboTkn U aHannsa MmatemaTuyeckux mogenen
14 | &TA4.01 MeToabl NOBLILLIEHWS CKPLITHOCTU Nepeaayv nHopmMaLMm B CUCTEMaXx CBSA3M

OvcunnnuHel n NPaKTUKN, AOna KOTOPbIX OCBOEHUE OAHHOM  OUCUMNNUHBI (MO,EI,yJ'IFl) HeobxoQMMo  Kak




npeglwecTeyoLlee

15 | B2.0.03(MNg) lMpounsBoAcTBEHHAsA NpaKTUKa, NpegaunioMHas

16 | 62.0.04(H) [MpounsBoAcTBEHHAsA NpaKTUKa, Hay4YHO-UccrnegoBaTenbckasi paboTa

17 | B2.0.05(I1) [Mpon3BoAcTBEHHas NpakTuKa, MPOEKTHO-3KCMNyaTaLnoHHas

18 | B3.01(0) lMoaroToBKa K Npoueaype 3auThl 1 3almTa BbiMYCKHON KBanMduKaumMoHHON paboTbl
19 | ©TA.02 OdpeKTUBHbLIE TEOPETUKO-YNCITOBBIE anrOPUTMbI

11. Bua npaktuku, cnocob n chopma ee npoBeaeHus

Bua npakTukn: npoussodcmeeHHasl.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
dopma npoBeAeHUs NPaKTUKU: QUCKpemHas.
Peanuayetcs yactnyHo B chopme npaktnyeckon nogrotoskm (I1M1).

12. NMnaHnpyemble pe3ynbTaTbl OGYy4YeHUs NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBblKW), COOTHECEHHbIe C NIaHUPYeMbIMU pe3yrbTaTaMuM OCBOEHUsi o6pa3oBaTenibHOM
nporpaMmmbl (KOMNeTEeHLUMSAMU) U UHAUKATOPaMU UX OCTUXKEHUA:

Ko HasBaHue Koga(br) WHamnkaTtop(bl) MnaHupyemble pesynbTaTtbl 0Oy4eHus
KoMneTeHunn
OfIK- | CnocobeH co3dasamb | OfIK-7.1 3HaeT obwwe npuHUMNbI | 3HaTb:

7. npozpammbl Ha SA3bIKax noctpoexusi, obnactu u —oblMe  NpUHUMMLI  MOCTPOEHWs,  obnactu U
8bICOKO20 U  HU3KO20 0COBEHHOCTU OCOBEHHOCTM MPUMEHEHUS  S3bIKOB  MPOrPaMMUPOBaHMS
YPOBHS,  MPUMEHSIMb npYMeHeHuns S3bIKOB | BBICOKOMO YPOBHS,

MemoObi u nporpaMmnpoBaHus — A3bIK nporpaMMmnpoBaHust BbICOKOIO YPOBHS
UHCMpyMeHmarbHble BbICOKOro ypOBHA (06BbEKTHO-OPUEHTMPOBAHHOE NPOrPaMMUPOBaHNE);
cpedcmea OfIK-7.2 3HaeT A3bIK — OCHOBHbIE arropuUTMbl COPTUPOBKM 1 MOUCKA AaHHbIX,
npo2paMmMUposaHus nporpaMMUpoBaHmns KOMBMHATOPHbIE 1 TEOPETUKO-FPadoBbLIE anropUTMbI;
onsi peweHus BbICOKOTO YPOBHsi — obwmre cBegeHUss O MeTogax MPOEKTUPOBaHMS,
NPOGECCUOHalIbHBIX (o6bekTHO- OOKYMEHTUPOBaHUS, pa3paboTku, TECTUPOBaHNA W OTNagku
3aday, ocywecmensamb OpPUEeHTUpPOBaHHOE nporpaMMHoro obecneyeHus;
060CHOBaHHBIU  8bI6GOP nporpaMMupoBsaHme) — Heobxoammble " [0oCTaTouHbIe ycrnosust
UHCMpyMeHmapusi OfiK-7.4 ymeeT  pabotatb  C | onTUManbHOCTM 3agaum MaTeMaT4eckoro
npogpammuposanus U MHTErpupoBaHHoiA NporpaMMUpOBaHUS,
croco6os opzaHu3auuu cpepoii pa3paBoTku — MeTofbl  YCMOBHOM  ONTUMM3ALMWM MpY  PeLLeHun
npozpamm nporpaMMHoOro NpUKnagHbIX 3aaad;
obecneyerus — 3afaYs BapWALIMOHHOTO WCYUCHEHUs!, ONTUMAnNbHOTO
OriK-7.5 ymeeT paspabaTbiBaTb U | ynpaBneHUs U MMHEMHOMO MPOrpaMMUPOBAHHSI.
peanvsoBbIBaTh Ha A3blKe
BLICOKOrO YPOBHS | VmeTb:
anropuTMbl pelwenna — paboTaTb C MHTErpupoBaHHOI Ccpenoii paspaboTku
TUNOBLIX NPOrpamMmMHOro obecneyeHus:;
MPOCheCCHOHaNbHBIX — paspabaThiBaTb M peanu3oBbiBaTb Ha  Si3blke
sapad BbICOKOTO ~ YPOBHSI  @nropUTMbl  PELUEHUs  TUMOBBIX
OfIK-7.8 3HaeT OCHOBHbIE | nodheccroHanbHbIX 3aAaY:;
anropuTMbl COPTMPOBKM —  MPUMEHSTb M3BECTHbIE METOAbI NPOrPaMMUPOBAHUS
nowucka ABHHBIX, | ) BoaMOXHOCTM 6a30BOrO Si3bika MPOrPAMMUPOBAHNS ANS
KOMBMHATOPHbIE " | pelueHus TUNOBBIX MPOECCMOHANBHBIX 3aaaY;
TeopeTUKO-TpaChoBLIS —  NPUMEHsTb MeTOAbl OAHOMEPHOV ONTUMM3ALMN MPY
anropuTmb! peLleHnn NpUKNaaHbIX 3aav;
OfK-7.9 3HaeT obue caeneHus o — uMcrnonb3oBaTe MeTodbl MHOTOMepHown 6Ge3ycrnoBHOW
Meroaax ONTUMU3ALIMM NPU PeLLIEHUN NPOGECCUOHANbHBIX 3aaau.
MPOEKTUPOBaHMUSI,
[OKYMEHTUPOBaHMS, BrapeTb:
paspaGorku, HaBblkaMu pa3paboTKX anropuUTMOB  pPELUEHUS  TUMOBbIX
TECTUPOBAHMA W OTNAAKM | 6 dheccunoHanbHbIX 3aaau.
NPOrpaMmMHOro
obecneyeHust
OfIK-7.10 ymeer NPUMEHsITL
U3BECTHbIE meToapl
nporpaMMUpoOBaHmst "
BO3MOXHOCTM  6a30BOro
A3blka
NpoOrpaMMmUpPoOBaHUsa  Ans
peLueHus TUMOBbIX
npocheccuoHanbHbIX
3apay;
OflK-7.11 Brnageet HaBblKamu




pa3paboTkn anropuTMoB
peLueHust TUNOBbIX
npodeccnoHanbHbIX
3agad

OfIK-7.12

3HaeT HeoGxoauMble U
AOCTaToO4Hble ycnosua
ONTUManbHOCTU  3agayn
mMaTteMaTun4ecKkoro
nporpaMMmnpoBaHns.

OrlK-7.13

Ymeer NpYMeHATb
MeToAbl OAHOMEpPHON
onTUMm3aLmm npu
peLueHun NpVKNagHbIX
3agad.

OrlK-7.14

Ymeet ncnonb3oBaTth
meToael MHOrOMepHoW
6e3ycnoBHoM
onTUMMU3aLmm npwu
peLleHumn
npodeccnoHanbHbIX
3agad.

Of1K-7.15

3HaeT MeToAbl YCIOBHOM
onTuMmU3aLmm npv
pelleHnn  NpuKnagHbIX
3agad.

OfIK-7.16

3HaeTt
BapuaLMOHHOro
NCHYUCNEeHUs,
onTuMmasnbHOro
ynpaBneHus n NMHenHoro
nporpaMMnpoBaHus.

3agayn

OfIK-

CriocobeH npumeHsimb
memoOb! Hay4HbIX
uccrniedosaHull npu
nposedeHuu
paspabomok 8
obracmu obecnievyeHus
6e3onacHocmu
KOMIMbIOMEPHbIX
cucmem u cemeli

Of1K-8.10

ymeet paspabatbiBaTh
mMogdenu  GesonacHocTh
KOMMbIOTEPHBIX CUCTEM C
MCMOSb30BaHNEM
Heobxoaumoro
MaTemMaTU4eckoro
annapata u
KOMMbIOTEPHOIO
MoZenupoBaHus

cpeact

OflK-8.11

Bnageet crnocobamm
MOAENUPOBaHUS
©6e3onacHocTu
KOMMbKOTEPHbIX CUCTEM, B
TOM yucne
MoaennpoBaHua
ynpasneHnsa OOoCTynoMm U
WHpOPMaLMOHHBIMU
NMnOoTOKaMu B
KOMMbKTEPHbIX CUCTEMAX

OriK-8.15

ymeet NPUMEHSITb
meTopabl
3KCMepUMeHTanbHoro
uccnenoBaHus npu
peLieHum
npocheccroHanbHbIX
3agad

YmeTb:

— paspabaTbiBaTb moaenu 6e3onacHocTu
KOMMbIOTEPHBIX CUCTEM C WCMOMb30BAHMEM HEOOGXOAMMOrO
matemaTuyeckoro annapata W CpeacT8 KOMIMbOTEPHOrO
MOZEnMpoBaHus;

—  NpUMEHSITb meToabl 3KCMepPUMEHTaNbHOIo
nccnenoBaHust Npy pelleHMn npodgeccroHarnbHbIX 3agay.

Bnapgetb:
cnocobamu mMogenupoBaHus 6e30nNacHOCTU KOMMbIOTEPHBIX
cuctemM, B TOM 4uCne MOZENUPOBAHMS  yrNpaBreHus
OOCTYNOM U MHEPOPMALIMOHHBIMU MOTOKAMW B KOMMbIOTEPHbIX
cucTemax.




OriK- | CnocobeH pewams | OF1K-9.15 ymeeT aHanusupoBaTb U | YMeTb:
9. 3adayu 5 oOueHmsaTb _ Yrposebl — aHanuanpoBaThb U OLEHMBATb Yrpo3bl MHOPMAaLMOHHOM
npogheccuoHarnbHou MHGOPMaLMOHHOM Ge30MNacHOCTY OGBLEKTA.
dessmenbHocmu c 6e3onacHoOCTV 00BbEKTa;
ydyemom mekyuie2o
COCMOSsIHUSI u
meHOeHyull  pa3zsumusi
memodos 3auwumsl
uHghopmayuu 8
onepayUoHHbIX
cucmemax,
KOMIMLIOMEPHLIX Cemsx
u cucmemax
ynpaeneHus 6azamu
OaHHbIX, a  makxe
memodos U cpedcme
3awumsl  UHGhopmayuu
om ymeyku no
MexXHUYeCKUM KaHaram,
cemel u  cucmem
nepedayu uHgopmayuu
OrIK- CrniocobeH OfIK-13.5 ymeet pabotatb c | YmeTb:
13. paspabamesigams VHTErpUpPOBaHHbLIMM — pabotatb ¢ VHTErPUPOBaHHLIMU cpefamu
KOMIMOHEHMb! cpedamu pa3paboTkn | pa3paboTku NPOrpaMMHOro obecnevyeHus;
rnpoepamMMHbIX u nporpaMmmMmHoro — hopmanusoBaTb NOCTABMEHHYIO 3adayy;
poepamMmMHo- oBecneyeHus; — paspabatbiBaTb  3(peKTUBHble  anropuTMmbl  U”
annapamHbix cpedcms | OfTK-13.6 Briageet HaBblkaMW | nporpaMmbl;
3aWums!  UHghopmayuu paspabotku, oTnagku, —  MPOBOAMUTb OLEHKY BbIYUCIIMTENLHON  CIOXHOCTM
8 KOMIbHOMEPHbIX [OKYMEHTUPOBAHWS W | anroputma;
cucmemax u TECTMPOBAHWS NPOrpaMm; —  nnaHupoBaTb Pa3paboTKy CIOXHOro NporpaMmHOro
nposodums aHanus ux | OfK-13.12 | ymeeT (hopManusoBaTth | oGecneueHus:
6esonacHocmu nocTaBneHHyto 3agaqvy; — npuUMeHsTb  cpeacTea WM MeTodbl  aHanusa
OflIK-13.13 ymeeT  paspabartbiBaTb | mporpaMMHOMO 06ecneyeHus Anst BbiSBNEHUs 3aKNafokK;
addekTUBHbIE —  NPUMEHsTb MeToAdbl aHanu3a MPOEKTHbIX PeLLEHUN
anropuTmbl W | nns obecneveHns 3alLMLLIEHHOCTM KOMMBIOTEPHBIX CUCTEM;
nporpamml, —  MPUMEHsTb COBPEeMEeHHble CpeacTsa obecrneyeHus
OfK-13.14 | ymeeT NpoBOANTL OUEHKY | ypchopMaLMOHHOM BE30NACHOCTM MPOTPaMM 1 JAHHBIX;
BbIHMCIINTENBHON — NpoBOAWTb  a@HamM3  MpOrpamMMHbLIX  CPefcTs,
CMOXHOCTMN anroputma; NPYMEHSIEMbIX 1111 KOHTPONS 1 3aLLMThl MHbopMaLmn.
OllK-13.15 ymeet nnaHMpoBaTb
paspaboTky CMOXHOIO | Brapets:
nporpammHoro — HaBblkaMW Pa3paboTKW, OTNaAKM, [OKYMEHTUPOBaHMS
obecneyeHus; 1 TECTUPOBaHMS NPOrpamm;
Bnageet mMeTohamu — MeTodaMu OLEHKM KayecTBa roTOBOro NporpamMmMHOro
ONK-13.16 OLIEHKM Ka4ecTBa | gecreveHus:
FOTOBOTO  MPOrPAMMHONO | agpikamMu pa3paboTkX anropuTMOB ANS PeLeHns TUMOBLIX
obecneyenus; npocbeccroHanbHbIX 3agau.
BnapeeT HaBblkamu
pa3paboTku anropuTMoB
OlnK-13.17 Ona  pelweHns TUMNOBbIX
npodeccnoHanbHbIX
3agay;
Ymeer NPUMEHSTb
cpeactea M MeToAbl
OlK-13.18 aHanuMsa nNporpaMMHOro
obecneyeHus ans
BbISIBNEHWSI 3aKMagok
Ymeet NPUMEHSITb
MeToabl aHanusa
ONK-13.19 MPOEKTHbIX peLleHnin ans
obecneyeHus
3aLUMLLEHHOCTM
KOMMBIOTEPHBIX CUCTEM.
YveTb NPUMeHSITb
ONK-13.21 COBpeMeHHble cpeacTBa
obecneyeHus

MHOPMaLMOHHOM




6e3onacHoCcTM nporpaMm
M OaHHbIX
YMeeT npoBoanTbL aHanu3
NporpaMMHbIX  CpPeacTs,
OlK-13.23 NpUMeHsieMbIX ans
KOHTpPONsi 1M 3awuTbl
MHpopmaLmmn
OFIK- CrnocobeH CnocobeH npuUMeHsiTb | 3HaTb:
2.1. paspabambigamb a(ppeKTUBHbIE NPUHLMMNbI — TpeboBaHMS OCHOBHbLIX CTaHOAPTOB MO  3awuTe
anzopummbl, pa3paboTkm CpPeAcTB | KOMMbIOTEPHBLIX CUCTEM U CETEW.
peanusyouwue OMnK-2.1.1 3aWwmTel MHdopMauum ¢
cospemMeHHble MCMNONb30BaHNEM YmeTb:
mMamemamu4deckue aKTyalnbHbIX — NPUMEHATb  3hEKTUBHBIE NPUHUMNLI  pa3paboTkm
Memoos! 3awumsl MaTemMaTu4ecknx cpeacTs  3awmTbl  MHOpMauMmM € UCMNOSb30BaHMEM
uHgopmayuu mMeTonos aKTyanbHblIX MaTeMaTU4eCKuX MeToaoB;
3Haet TpeboBaHus — KknaccuduumpoBatb UHMOPMAaUMOHHbBIE CUCTEMbI MO
OMK-2.1.2 OCHOBHbIX CTaHAAPTOB MO | TpeboBaHMSAM 3aLLMTbl MHGOPMaUWK;
3aluTe  KOMMbIOTEPHBIX — paspabaTbiBaTb nporpamMMHble anropuTmbl c
CUCTEM 1 ceTen NPpMMEHEHNEM MaTeMaTUYecKMx Mogenen AN  OUEHKM
CrocoGeH 6e30nNacHOCTN KOMMBIOTEPHbBIX CUCTEM.
KnaccudpunumpoBaTtb
OMK-2.1.4 MHOPMaLMOHHbIE Bnagetb:
CHCTEMBI — 3(pPeKTUBHLIMM MPUHUMNAMN  pa3paboTkM cpeacTs
TpeboBaHuAM 3aWwuThl | 3aWwmMTel  MHpOpMaUMM € MCMONb30BaHWEM  aKTyarbHbIX
UHdopmaumm mMaTemMaTU4ECKNX METOA0B;
CnocobeH cpeacTeamy  paspaboTkM  MPOrPaMMHbLIX — anrOpUTMOB G
paspabatbiBaTb NnPUMEHeHVEM MaTeMaTUYECKUX MoAenen AOns  OUEHKM
nporpamMmHble 6€e30nacHOCTN KOMMbIOTEPHbIX CUCTEM.
anropuTMbl c
OrK-2.1.5 npMMeHeHnemM
MaTeMaTU4eCcKnx
MoAenen Ans  OueHKMU
6e3onacHocTu
KOMMbIOTEPHbBIX CUCTEM

13. O6bemM npakTUKM B 3a4eTHbIX eAuHULax / aK. vac. (8 coomeemcmeauu ¢ y4ebHbIM naHoM) —
8/288.

Pdopma NpoOMeXYTOHYHON aTTecTauunm 3a4Yem ¢ OUEHKOU.

14. TpypoeMKocTb NO BuAam y4ebHou paboTbl

TpynoemMKkocTb
B Mo cemecTtpam
Bug y4e6Hoit pa6oTbl cero 9
u. Y., B dopme
M
Bcero vacos 288 288 203

B TOM Yucne:

KoHTakTHasa pabota (Bkntoyas HAC) 4 4 3

CawmocrosiTensHas pabota 284 284 200
Utoro: 288 288 203
15. CopepxxaHue npaktuku (unu HAP)
n/n 0O6bem yyebHol paboThl, Y
Paspgenbl (aTanbl) B - KoHTakTHble | CamocTtoaT
napl y4ebHorm paboThbl
NpaKkTuKu yachl enbHas
paboTta
1. OpeaHu3ayuoHHo- nposegeHme  cobpaHuss MO OpraHM3auun  MpakTUKW;
rnodeomosumersibHbIU | yCTaHOBOYHBIN UHCTPYKTaX MO 3agadvam, cpokam u Tpebyemon
amari OTYETHOCTW; MHCTPYKTaX MO TexHuke Ges3onacHocTu paboThbl;
cdopmynupoBKka 3agadvy And peleHns B Xode NPaKTUKK, 1 24
NnoaroToBKa OOKYMEHTOB, noaTBepKaatoLLmX dakT
HanpasneHna Ha NPaKTUKY; nony4vyeHue 3agaHunsA oT
pyKkoBoauUTend NpakTuku; ﬂpOMSBO,D,CTBeHHbIVI MHCTPYKTaX.
2. lNpoekmHo- aHanu3 UCXoAHbIX [AaHHbIX AMs  pelleHusl MNoCTaBreHHON 1 100




mexHosio2uYecKull 3ajayun; nokanmsauua npO6ﬂeMaTMKVI, obbekta u npegmeTa
amari nccnenoBaHUA; (bopmynMpOBaHme uenun n 3aaav
nccnenoBaHUA; pa3pa60TKa MaTemMaTu4deckoro,
anropnTMmnyeckoro nm nporpaMmMHoOro obecneyeHus
HeobxoamMmoro ana peweHna NnocTaBfiEHHON 3agadun
OCHOBbIBaACb Ha Te3ncax pa60qel7| rmnoTeasbl.

3. | OKcnepumeHmarneHO- | nNpoBeaeHve o630opa n BbIOOp COBpPEMEHHbIX
uccriedogamenbcKull NHOPMAaLMOHHBLIX TexHonormn; Bblbop obopyaoBaHus Ans
aman pelleHnss MOCTaBfEeHHON 3aJayun Mo aHanuay 3aliMLeHHOCTU 1 100

obbekTta MHopMaTU3auun; nNpoBedeHne CaMOCTOSATENbHOMO
peLUeHUst Hay4HON 3a4a4u1, UCCNeaoBaHNIN N SKCNIEPUMEHTOB.

4. OgbopmrieHue onuncaHne npoAenaHHon paboTbl C CaMOOLEHKON pe3ynbTaToB
omyéma ro umoaam BbINOMHEHMS HNP; dopmynupoBaHune BbIBOOOB " 1 60
rnpakmuku npeanoXxeHumn no oprannsaumm HAP.

16. MNepeyeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeoOXoAMMBLIX Ans
NPOXOXAEHUA NpaKTUKK (CrIUCOK lumepamypbl 0¢hopMmisiemcsi 8 coomeemcmeuu ¢ mpebogaHusIMU
IOCT u ucnionb3yemcsi obuwasi ckeo3Hass Hymepauus 05151 cex aud08 UCMOYHUKO8)

a) OCHOBHasd nuTepaTtypa:

Ne n/n McTouHMK

Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosanuin / M.®. Wknsp. — Mockea: Jawkos n Ko, 2012. —
244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.

HosukoB A.M., HoeukoB [1.A. MeTogonorusi Hay4yHoro uccnegosanusi. — M.: JlInbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.

MenbHukoB B. I1., KnenimeHoB C. A., lNeTpakoB A. M. HdopmaumoHHas 6e30nacHOCTb M 3almTa
nHdopmaumm. - M.: Akagemus, 2007. — 330 c.

OcHoBbI ynpaBneHus nHpopmaumnoHHoN 6e3onacHoCTbIO: [yyebHoe nocobue ans CTyaeHTOB
BY30B, 00y4aloLWmUXcs NO HanpaBrneHnsaM NOArOTOBKM (CNeunansHOCTAM) YKPYMHEHHON rpynnbl
cneumanbHocTen 090000 - "NHdopm. 6esonacHocTb"] / A.MM. Kypuno [n ap.]. — 2-e u3g., nenp. —
Mockea: opsayvasa nuHusa-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocsl ynpaBneHus
nHdopmaunoHHon 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.

Kpakosckun, KO.M. NHdopmaumoHHas 6e3onacHoCTb 1 3awmuta nHpopmaumm: y4ebHoe nocobure
ans ctyd. obyd. no cneumanbHoOcTU «MHpOpMaLMOHHBIE CUCTEMBI U TEXHOSOMMU» OHEB. U 3a04.
dopm 06y4deHus / KO.M. Kpakosckuii. — M.; Poctos H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbiti Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

OneiHuk M. T1. KopnopaTuBHble MHGOOPMaLMOHHbIE CUCTEMBI: AN 6akanaBpoB 1 CNeLManuCToB:
6. | y4ebHuK onsa cTyq. By3oB, 00y4y. no Hanpasn. 080800 "MpuknagHas nHgopmMaTuka (no
obnactam)" u gp. akoH. cney. — CI6.: MNurtep, 2012. — 176 c.

doctep, Dxenmc. 3awmuta ot B3noma: coketbl, akcnnonTsl, shell-koa: / Ox. doctep, M. Mpaiic ;
nep. c aHrn. A. A. CnuHkmHa .— Mocksa : QMK lMpecc, 2008 .— 784 c. : un. —

1.

2.

’ (MHbopmaumoHHas 6e3onacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1117>.
Ckyauc, 3a. NMpoTnBocTosiHMe xakepam. [olwaroBoe pykoBOACTBO MO KOMMbIOTEPHBIM aTakam u
8 acppekTnBHOM 3awmTte/ 3. Ckyanc. — Mocksa: OMK lMpecc, 2009. — 512 c. : un. — (3awmTta un

agMuHucTpupoBaHue) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1112>.

Fony6, Bnagumup AnekcanHgposud. 3almuta oT Bpe4OHOCHOTO NPorpaMMHOro obecneyeHus:

9. | yuebHoe nocobue onsa By3os / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: JIOIN BIy, 2006. —
31 c. — Bubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
XoBapg, Mavikn. 19 cMepTHbIX rpexoB, yrpoxatowmx 6esonacHocTu nporpamm. Kak He gonyctuts
TUNUYHBIX ownBok/ M. Xosapa, [. Nle6nank, [x. Buera; aBT. npeavicn. A. MopaH. — Mocksa:
10. | MK Tlpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmra /
0.B. 3anues. — CI16.: BXB-lNetepbypr, 2006. - 304 c.

12. | MpockypwH B. I'. 3awwmTta nporpamMm 1 gaHHbix - M.: Akagemus, 2011. — 198 c.

YnpaBneHve BHegpeHnemM MHHOOPMaLMOHHbBIX CUCTEM: KypC Nnekuun: y4eb. nocobue ong
CTYOEHTOB BY30B, 00y4YaloLMXCs NO cneunanbHOCTSAM B 06ract nHgopm. TexHornorui / B..

11.

13 pekyn, . H. deHnweHko, H.J1. KopoBknHa. — M.: UHTEpHET-YH-T UHdopM. TexHornorui, 2008.
[OnekTpoHHbI pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 KOpuH U.1O. TeopeTnyeckue n npakTU4eckme oCHOBbI 3aLuTbl MHGopmauuun. 2012,

http://library.sgu.ru/uch_lit/620.pdf.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247
http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf

0) gononHuTenbHasa nuTepartypa:

Ne n/n

NcTouHnk

15.

MypomueBa A. B. VckyccTBo npeseHTaunn. OCHOBHbIE MpaBuia u NpakTu4eckue
pekomeHgaumn / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

16.

KpyunHuH, B.B. KOMNbOTEPHbBIE TEXHOMOMMU B HAYYHbIX MCCNEOBaHUAX: y4EeBHO-
meToanyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckuin rocyaapCTBeHHbIN
YHUBEPCUTET CUCTEM YNPABEHNS U PaANO3NEKTPOHUkM), 2012. — 57 ¢. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll id=11269.

17.

AHppees, .. OcHOBbI Hay4YHOW paboTbl N METOAONOMMNS AUCCEPTALMOHHOIO uccnegosaHms /
.. AHgpees, B.B. bapsuHeHko, B.C. Bepba. — MockBa: ®uHaHcChl 1 ctatuctuka, 2012. —
296 c. — Pexxum goctyna: http://e.lanbook.com/books/element.php?pll_id=28348.

18.

Cuctembl n cpeacTtea nHdopmaTtuku: Exxerogruk / I'n. peg. U.A. Cokono. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depnepanbHbI 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHOPMaLNOHHBLIX
TEXHONOorMsaAX u o 3awmre nHdopmaummy // CobpaHme 3akoHogaTensctea Poccuickomn
Pepepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 152-d3 «O nepcoHarnbHbIX AaHHbIX» //
CobpaHue 3akoHogaTtenbcTBa Poccurickon ®eaepaunn, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451,

21.

FOCT P MCO/M3K 27001-2006 MHdbopMaLmoHHas TexHonorms. MeTtoapbl 1 cpeacTtea
obecneyeHus 6esonacHocTn. CUCTEMbI MeHeMKMEHTa MHpopMaLnoHHON 6e30nacHOCTL.
TpeboBaHus. (yTBepxaéH 1 BBeaEH B aenctaume Npukaszom degepanbHOro areHTCTBa no
TEXHUYECKOMY perynmpoBaHuto u metponoruu ot 27 gekabps 2006 r. Ne 375-cT).

22.

Mpuka3s ®egepanbHON Cryx0Obl MO TEXHUYECKOMY M 9KCMOPTHOMY KOHTponto Poccuu ot 11
despans 2013 roga Ne 17 «O6 ytBepxxaeHun TpeboBaHui o0 3awwmTte nHdopmaumm, He
COCTaBnsoLLLEen rocygapCTBEHHYIO TalHy, CoAepXaLlencs B rocyaapCTBEHHbIX
MHGopMaUMOHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

23.

Mpuka3s ®egepanbHON CryxObl MO TEXHUYECKOMY M 9KCMOPTHOMY KOHTporto Poccuu ot 18
deBpans 2013 roga Ne 21 «O0 yTBep)XaeHUn cocTaBa U coaep)XaHns opraHM3aunoHHbIX U
TEXHUYECKNX Mep No obecneveHnto 6e30MacHOCTN NePCOHanbHbIX A4AHHBLIX NPy X 06paboTke B
WH(POPMaLIMOHHBLIX CUCTEMaX NepcoHanbHbIX AaHHbIX» // Poccuiickas raseta, Ne 107,
22.05.2013.

24,

MeToaunyeckun gokymeHT. Mepbl 3awwmTbl nHOpMaLMmM B rocyaapCTBEHHbIX MHOPMAaLMOHHbIX
cuctemax (yr8. PCTIK Poccum 11.02.2014).

25.

MoctaHoeneHue MpaButensctea Poccuiickon Pegepaumm ot 1 HoA6ps 2012 roga Ne 1119 «O6
yTBEpXXAeHun TpeboBaHn K 3amuTe NepcoHarnbHbIX JaHHbIX Npy ux obpaboTke B
MHOPMALIMOHHBIX CUCTEMAaX NepcoHanbHbIX AaHHbIXY // CobpaHue 3akoHoaaTenbcTBa
Poccuiickon ®epepauun, 05.11.2012, Ne 45, cT. 6257.

26.

Meuepsiko B.A., XKenesHsik B.I., BoHgapb A.O., Ocunexko A.J1., BabkuH A.H. lNMepcoHanbHbie
OaHHble: opraHm3aumns obpaboTkm n obecneveHms 6€30MacHOCTN B OpraHax rocyaapCTBEHHON
BNacTu u mecTHoro camoynpasneHus / [Nog pea. B.A. MewepsikoBa. — BopoHex: BopoHexckun
uHctutyT MBI Poccnm, 2014. — 186 c.

27.

MocTtaHoBneHue npasutenbcTBa BopoHexckon obnactu ot 28 anpensa 2011 roga Ne 340 «O6
YTBEPXAEHUW MOJOXKEHMS O €AMHOM PEECTPE roCyAapCTBEHHbIX MH(POPMALMOHHBLIX CUCTEM
BopoHexckoi obnactun» // CobpaHue 3akoHogaTtenscTea BopoHexckon obnactn 20.06.2011 Ne
4, cT. 285.

28.

Epmowwkun H.H., Tapacos A.A. Ctparternst "HopmMaLMOHHbLIX TEXHONOMM Npeanpuatuns. M.:
M3a-8o MockoBcKoro rymaHutapHoro yHusepcuteta, 2003.

29.

KopHees U.K., CtenaHoB E.A. 3awuTa nHgopmauum B odpuce. — "agarenbcteo MNpocnekt",
2008. — 333 c.

30.

AnekcaHgp JopoHuH. BusHec-passegka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.

31.

TaHneHb6aym 3. KomnbtoTepHble cetn / 3. TaHeHn6aym. — CI16.: Nutep, 2005. — 991 c.

32.

Banbix A.C. OueHka BO3MOXHOCTeN aTaku Ha uHopmaumnoHHyto cuctemy / A.C. Banbix, C.A.
Banbix // KnbepHeTtuka n Boicokne texHonornm XXI Beka: matep. Xl mexgyHapopn,. Hay4.-Tex.
KOH., BopoHex, 11-12 mas 2011 r. — Boponex : WML BI'Y, 2011. - T.1. — C. 91-96.

33.

Maptbika T.J1. MHdopmaymnoHHast 6esonacHoctb M.: POPYM, 2007.

34.

MenbHukoB, Bnagumup Maenosny. MIHpopMaumoHHas 6e30nacHOCTb U 3awmTa MHopMauun:
y4yebHoe nocobue ansa cTya. By3oB, oby4y. no cneumansHoctn 230201 "MIHbopMaLUMOHHbIe
cuctembl n TexHonormun" / B.IN. MenbHukoB, C.A. KnenmeHos, A.M. MNeTtpakoBs; nog pea. C.A.
Knenmenosa. — M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbiclwiee npodeccnoHansHoe
obpasoBaHue. VIHpopmaTurka 1 BbluncnuTensHas TexHuka). — bubnuorp.: ¢.327-328 .— ISBN



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

5-7695-2592-4.
AHgpuaHoB B.U."LLINnnoHckmne Wwty4kn" n ycTponcTBa A1 3almTbl 06bEKTOB, 1 MHGOPMaLUK;

35. Cnpag. nocobue / B.A.bopoanH, A.B.Cokonos. — C-I10.: JlaHb, 1996.

36 Abanma3soB 3./. MeToapbl U UHXEHEPHO — TEXHUYECKME CpeacTBa NPOTUBOAENCTBIS
" | HpopmaumoHHbIM yrposam / O.M.AbanmasoB. — M.: 'poTek, 1997.

37, Bacunesckuin .B. Cnocobbl 1 cpeacTBa NpegoTBpaLLeHns yTeukn nHpopmaumm no

TexHu4eckum kaHanam / N.B.Bacunesckun. — M.: HINLU "Henk", 1998.

38. | XopeB A.A., Cnoco6sl n cpeactea 31 / A.A.XopeB. — MO P®, 1998.

FOCT P UCO/M3BK 15408-2002 «NHGdopMaumnoHHas TexHonorus. Metoabl 1 cpeacrea
obecneyeHuns 6esonacHocTu. Kputepumm oueHkn 6e30nacHOCTM MHPOPMALMOHHBIX

39. TEXHONOrM», NPUHAT N BBeAeH B aencteue NoctaHoBneHnem locctaHgapta Poccun ot 4
anpens 2002 r. Ne 133-cT.
40 MCO/MBK 31000:2009 «YnpasneHue puckamu. MpuHumnel n HanpaeneHus», ISO Technical
" | Management Board Working Group, 2009.
a1 MCO/MBK 31100:2009 «YnpasneHue puckamu. Metoankm oueHkm puckar, ISO Technical
" | Management Board Working Group, 2009.
FOCT P MCO/M3K 27005-2010 «MHdopmaLmoHHasa TexHonorms. Metoabl U cpeacTtea
42 obecneyeHnst MHpopmaLnoHHo 6esonacHocTU. MeHeaXMEHT pucka MHdOpMaLMOHHOW

©esonacHocTuy», yTBepXXAeH 1 BBeAeH B genctaue lNMpukaszom PenepanbHOro areHTcTea no
TEXHUYECKOMY perynupoBanmto n metponorum ot 30 Hos6pst 2010 r. Ne 632-cT.

B) MHCPOPMALIMOHHbIE ANEKTPOHHO-06pa3oBaTeNbHbIE pecypchbl (0OuLManbHblie pecypcbl MHTEPHET) :
Ne n/n Pecypc
1. | OBC NaHb
OBbC «YHuBepcuteTckas bubnumoTeka online»
OBC «3nekTpoHHasa 6ubnuoteka TexHunyeckoro BY3ay» (3BC «KoHcynbTaHT cTygeHTay)
9BC IOPAUT
OnekTpoHHasa bubnmnoTeka yyebHo-meToam4ecknx maTepuanos BIY. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://Iwww.shipka.ru

BlO|®No gk W N

* BHavane ykasbiBaoTca OBC, ¢ koTopbiMv umeroTcs gorosopa y BIY, 3atem OTKpbiTble SMNEKTPOHHO-
obpaszoBaTernbHble pecypchl U T.4.

17. OGpasoBaTesfibHble TEXHONOrMU, MpPUMEHsieMble MpPU NPOBeAEHUN MNPAKTUKU U
MeToAuYecKMe yKasaHusa OnAa oby4arowmxcs no npoxoXxgeHUI0 NPakTUKn

HUP - camocTtosiTenbHoe wuccrnegoBaHue CTyAeHTa, O0OPMIIEHHOE B BMAE HAY4YHOro
otyeTa. HUP aBnsaetcs ob6a3atenbHON YacTbio y4ebHOro nnaxa.

OcHoBHbIMK 3agadvamu HUP aensaoTcs:

1) gaTb BO3MOXHOCTb CTYAEHTY MPOBECTU CaMOCTOSITENIbHOE HayyYHOEe WcCreaoBaHue,
yrnyouTb 3HaHWs NO cneumanbHbIM AUCUUNIINHAM;

2) onpegenntb CNOCOBHOCTb CTyAEHTa BbIMOMHATL HAay4YHOE MccrefoBaHWe Ha YpPOBHE,
COOTBETCTBYHOLLEM KBaNnukaumm.

HWUP copepxat cnegylowme OCHOBHblE 4YacTu: BBeOEHUWE, TeOopus, IKCMEPUMEHT,
pe3ynbTatbl, 0OCy)XAeHMe pe3ynbTaToB, BbIBOAbI, 3aKOYeHMEe, 3amMedaHusl, CnMCcoK
nutepaTypbl. AHHOTaumss o6bemom He Bonee 0,5 cTpaHMUbl pacnofnioXXeHa nocne TUTYIIbHOro
nncta n npegwecteyet «CopepxaHuto». Cnncok GyKBEHHbIX 0BO3HaYeHUM U COKpaLLeHUN
cnenyet 3a «CogepxxaHnemy». PUCYHKM 1 Tabnuubl pacnonaratTcs No TEKCTY MOCIE CCbINIOK Ha
Hux. PaboTy HeobxooMMO HanmMcaTb akKypaTHO, FPamMOTHbIM Hay4vHbIM s3blkoM. XKecTkue
TpeboBaHNA Kk 06bemy paboTbl OTCYTCTBYHOT. OPMEHTMPOBOYHO MOXHO NOCOBETOBATb 0O6bEM
HWP B npepenax 30-50 ctpaHuy,.

OTyeT nO npakTuke [OOMMKeH ObiTb W3MOXEH TEeXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEepMUHOB U abbpesuaTyp 6e3 opdorpadumyecknx u
rpaMmmaTmyeckmx owmnbok. MNpeacTaBneHHbIN OTYET NO NPaKTUKe OLEHMBAETCSA Ha COOTBETCTBUE
WHpopmauun, npeacTaBneHHon B OT4eTe, AaHHbIM U3 MHAOPMALMOHHbLIX pecypcoB obuiero
aoctyna cetn IHTepHeT, MaTtepmarnoB Nekumin, y4ebHOM 1 TEXHNUYECKON NnuTepaTypbl.

CTpyKTypa oTyeTa no npakTuke


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

1. OT4eT NO NpaKkTUKe AOSHKEH BKMOYaTb TUTYMNbHbBIA JIUCT, COAEpXaHwe, BBeAEHWe,
OonucaHne TeopeTUYECKUX W NPaKTUYECKMX acrneKTOB BbIMNOMIHEHHOM pPaboThbl, 3aKkm4yeHue,
CMMCOK MCMNOMb30BaHHbIX MCTOYHUKOB, MPUIOXKEHNS.

2. Ha TutynbHOM nucTte aofmkHa 6biTb NpeacTaBneHa Tema NpakTuky, rpynna n damunums
CTyAEeHTa, AaHHble O npeanpuaTun, Ha 6ase KOTOpPOro BbIMOMHANAChk MNpakTuka, damunusa
pyKoBOAUTENS.

3. Bo BBeAeHMM CTyAeHTbl AOSMKHbI AaTb KpaTKoe onucaHune 3agadn, pelaemon B paMkax
NPaKTUKN.

4. B OCHOBHOM 4acCTu oT4yeTa CTyAeHTbl NpMBOAAT nogpobHoe onucaHue npoaenaHHom
TeopeTn4ecKon n (Unn) npakTMyeckon paboTbl, BKNOYasa onucaHne n 06ocHoBaHMe BblGpaHHbIX
peLLeHni, onucaHme nporpamm um T.4.

5. B 3akntoueHnn gaeTcsa KpaTkasd XapakTepucTuka npogenaHHon paboTbl, U NpUBOaATCS
€ee OCHOBHblE pe3yrnbTaTbl.

6. B npunoxeHuax NpuBOASATCHA HenocpencTBEHHble pesynbTaTbl pa3paboTKu: TeKCTbl
nporpamm, rpacdumkn 1 guarpaMmmebl, n 1.4.

TpeboBaHus kK 0popMneHno oTyeTa

1. OT4eT ohopmnsaeTcsa B ne4aTHOM Buae, Ha nuctax gopmaTta A4.

2. OCHOBHOM TEKCT OTYeTa BbINOSHAETCA WpndTom 14 NyHKTOB, C MHTepBasiom 1,5 mexay
cTpokamu. TekcT pasbuBaeTca Ha absaubl, Kaxabli M3 KOTOPbIX BKOYaeT OTCTyn U
BblpaBHMBAHME MO LLUMPUHE.

3. TekCT B NpUMoXeHUsX MOXeT ObITb BbINOSHEH Bonee Menknum WpndTom.

4. OtyeT pasbuBaeTcsa Ha rnasbl, NYHKTbl W MNOAMYHKTbI, BKOYaKOWME AOECATUYHYIO
HyMepaumio.

5. PucyHku v Tabnuubl B 0TYeTE AOSMKHbI UMETb OTAESTbHYI0 HYMepauuio U Ha3BaHus.

6. Becb oT4yeT gormkeH OblTb OhopMNeH B eOUHOM CTUME: Be3ae B OTYeTe 115 3arosioBKOB
OLHOrO YPOBHS, OCHOBHOIO TEKCTa U Nognucen SOSMKEH NCNoSb30BaTbCA OOUHAKOBbIN LWPUAT.

7.CTpaHuubl OTYeTa HYMEpYKTCs, HayMHas C TUTynbHOro nucta. Homepa ctpaHuy
NpOCTaBNATCA B NPaBOM BEPXHEM Yrny AN BCEro otyeTa KpoOMe TUTYNbHOro nucTa.

8. CogepxaHune oTyeTa OOSMKHO BKIIOMaTb NepeyvyeHb BCEX rNaB, MYHKTOB M NOAMNYHKTOB, C
yKasaHMeM HoOMepa CTpaHuLbl AN KaX40ro afieMeHTa cogepKaHus.

9. CcblikM Ha nutepaTypy M OpyrMe MCNosib30BaHHbIE WCTOYHWKM OGOPMIISIOTCA B
OCHOBHOM TEKCTe, @ CaMu UCTOYHUKN NEPEYNCSIOTCA B CMIMCKE UCMOMb30BaHHbBIX MCTOYHMKOB.

10. O6bem oT4eTa MO NpakTUKe AosmKeH ObiTb He MeHee 30 cTpaHuu,.

18. MaTepnanbHoO-TeEXHUYECKOE obecneyeHne NPaKTUKN:

2. BopoHex, yn. YHusepcumemckas mnowads, 0.1, enagHbil y4ebHbid kopryc, ayd.214
KomnbtoTep B coctaBe (16 wr.): cuctemubin 6nok: npoueccop Intel(R) Core(TM) i5, onepaTtuBHas
namatb 86, HDD 500I6; moHutop: LG FLATRON. MynbTumeananpoektop BenQ. GkpaH HacTeHHbIN
ansa npoektopa. Ayamo konoHku Creative A60. KommyTtatop.

2. BopoHex, yn. YHusepcumemckas nnouwiads, 8.1, y4ebHbit kopnyc 16, ayd.407
KomnbtoTep B coctaBe (16 wr.): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepaTtuBHada namsatb 16 6, SSD 256 6, HDD 1T6, suaeokapta NVIDIA GeForce GTX 1080 Ti;
moHuTop DELL S2419HN. KomnbloTep B coctaBe (1 wrt.): npoueccop Intel(R) Core(TM) i7-7800X
CPU @ 3.50GHz, onepaTtusHada namate 96 6, SSD 1T6, HDD 4T6, sugeokapta NVIDIA GeForce
RTX 2080 Ti (2 wrt.); moHutop DELL S2419HN. UctouHuk 6ecnepebonHoro nutanns APC Back-UPS
BV1000I-GR, line-interactive, mowHocTb:1000BA, 600BT (16 wrt.). WcTouHuk 6GecnepeboriHoro
nutanusa Legrand KEOR LINE RT 1500BA (1 wrt.). Kommytatop HP 2530-24G Switch (Managed,
24*10/100/1000 + 4 SFP, 19"). NHTepakTnBHaa gocka SMART SBM685 (87 awownmos, O SMART
SLS) ¢ naccmBHbIM noTkoMm. lMpoektop Vivitek DH758UST (ynbTpakopoTtkodokycHbin, DLP, Full HD
1080p (1920 x 1080) , 3500 ANS, 10000:1, nonHasa nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, anasHbit y4ebHbit kopriyc, ayo. 124
KomnbtoTep B coctaBe (17 wr.): cucteMHbin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatnsHaa namate 326, HDD 1T6, SSD 25616, Bugeokapta NVIDIA GeForce GTX
1050; wmoHutop: Dell S2419H. WHTepaktuBHas pgocka SMART SBM685 (87 aronmos).




MynbTumegnanpoektop Vivitek ynbTpakopoTkodhoKyCHbIM. WNCTOYHUK GecnepebonHOoro nuTaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wrt.). AcTtouHuk 6ecnepebornHoro nutaHus Legrand Keor
Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas rowads, 0.1, enagHbil y4ebHbid koprnyc, ayd.226
Mono6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtnBHas namatb 86,
SSD 250I6. Mynbtumegunanpoektop Epson. Ayamo konoHku EV (2 wT.). MukpodoH. OkpaH ans
npoektopa. MapkepHble naHenu Askell (2 wT.).

2. BopoHex, yn. YHusepcumemckas rnowads, 0.1, y4ebHsit kopryc 16, ayd.406
YyebHbit cmeHd "lpoepammHbie cpedcmea kpurnmoepaguu”, SCRYPTO B cocTase:
Kapkac MoHoGMoKa (1 WT.); MHTErPUPOBAHHLIN BbIMUCIANTENDBHBIN Y3en 3 WT.) B COCTaBe: NpoLeccop
Intel: aBa sigpa ¢ TaktoBown 4dactotom 2700 My, O3Y: o6vém 4 6 TMn DDR-3, TBEpAOTENDbHbLIN
Hakonutenb SSD obbemom 60 6, 6nok nutaHuMst mowHocTbio 300 BT, 2 ceTeBbiXx UHTepdenca
GigabitEthernet; nepekniovatens KBM-tuna D-Link (1 wTt.); HeynpaBnsembin kommyTtaTop D-Link (1
WT.); MOAYSb MUTaHMS, KOHTPONSA M MHTEerpauumn cteHga B obwyto nabopatoputo (1 WT.); MOHMUTOP
Philips(1 wrT.); kOMNNekT koHconu pabodvero mecta obyyaemoro (1 LWT.) B cOCTaBe: knaBuaTtypa
Oklick, wmbiwb Oklick; komnnekt y4yebHo-meTogudeckux nocobun (1 K-T.); cCTaTUCTUYECKOe
nporpaMmmHoe obecneveHne ynpasreHus mogynem nutaHus (1 wr.); naw-aAnck BOCCTaHOBMEHMUSA
OC Ha wuHTerpmpoBaHHbix [MK (3 wTt.) ¢ onepaumoHHoM cuctemon ArchLinux; donaw-gmck
MynbTUMEAUNHOro MEeTOAMYECKOro Nocobus (1 WT.); rpynna KOMMYTaLWOHHbIX MOPTOB (2 LWT.).
Tunosou komrnekm y4ebHoz2o obopydosaHus "Cemesas 6esonacHocmb”, SECURITY B cocTase:
yrnpaBfsgembln KOMMyTaTop TpeTbero ypoBHsS D-Link (1 wrt.); ynpaBnsiembiii KOMMyTaTtop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOWCTBA JokansHon cetn (1 wrT.);
HeynpaBnsembli kommyTtatop D-Link (2 wr.); mapwpyTtudatop 6ecnposogHon D-Link (2 wrT.);
OpaHgmaysp D-Link (2 wrt.); mMoaynb nNUTaHWUA, KOHTPONSI W WHTErpauum creHga B oO6Llyto
na6opatopuio (1 WT.); KOMMyTauMoHHasa naHenb (1 WT.); BBIMUCIUTENDBHBIN y3en (4 WT.) B COCTaBe:
npoueccop Intel: gBa sgpa ¢ TaktoBom yactotonm 2700 Mruy, O3Y: o6bém 4 6 TMn DDR-3,
TBEpAoTenbHbIN HakonuTenbe SSD o6bemom 60 6, 6nok nutaHna mowHocTeto 300 BT, 2 ceTeBbIX
nHTepdenca GigabitEthernet, 1 6GecnpoBogHo ceTeBoW WHTepeENc; MOHOGMOK (1  wWT.);
cTaTUCTMYeCcKoe nporpammHoe obecrneyeHne ynpaBfeHuss MogyremMm MUTaHWs, KOHTpond U
nHTerpauuu (1 Wwr.); nporpammMmHas cucrema soccraHosnenns U-Profi (R) (4 donaw-gucka obbemom 8
) (1 wrt.); yanuuutens USB (4 wrt.); kabenb VGA (2 wrT.); naty-kopa (10 wT.); metoamnyeckoe
nocobwue (2 k-Ta.).
YuebHo-npakmuyeckuli _cmeHO «Cucmembl _KOHmMposs u_ynpasneHus docmymnom», P3N-CKY[L B
coctase: mogesnb cTeHbl (1 wT.); HoyTOyK Lenovo (1 wrT.): akpaH ¢ gnaroHanbio 15.6" (paspewleHve
1366x768), O3Y obvemom 2048 M6, Hakonutenb obbemom 120 6, npoueccop Intel gBa sapa c
TakToBon yactotonm 1,4 ITu, Beb-kamepa; CkaHep NUHENHbIX U OBYMEpPHbIX LWTPUX-kogoB (1 wr.);
ceetoanoq (1 wrT.); anekTpomexaHumdeckun 3amok (1 wr.); ceteBon koHTponnep CKY[M (2 wrt.);
MyNbTUMELNNHbIA TEPMUHAN MHOrO(aKTOPHOW MAEHTUMMKALMKN, B TOM Y1Cre pacno3HasaHune nuy (1
LUT.); HaCTONMbHOE YCTPOMCTBO YTEHWUS WM 3anucu cMapT-kapT (1 LWT.); KOHTaKTHas cmapT-kapTa C
ob6bémom namaTn 256 6ant (5 wrt.); USB kntod tmn e-token (1 wrt.); komnnekT MO n koHBepTOp (1
WT.); nporpammartop kapT Mifare HacTonbHbIN (1 WT.); cynTbIBaTEND 6ECKOHTAKTHBLIX KAapT Em-Marine
(1 wT.); cunTbiBaTENbL GECKOHTAKTHBIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wT.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTtop knto4yen Touch-
Memory (1 wrT.); Mogynb cornacoBaHns uHTepdencos (1 WT.); dSNeKTpOMarHUTHbIN 3aMokK (1 WT.);
cuntbiBaTenb knoder TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wrt.); 6nok
nutanusa (1 WwT.); nporpamMmma pacno3HaBaHUsi aBTOMOBUNbHLIX HOMepoB (1 wT.); makeT Homepa TC
P® (5 wr.); ceteBoe pene (1 wr.); IP-kamepa (1 wT.); KOMMyTaTOp Heynpasnsembld D-Link (1 wrT.);
MOAyMNb MUTaHWSA, KOHTPONA W WHTerpauum Komnnekta B obwyw nabopatopuo (1 wrT.);
CTaTUCTMYECKoe nporpammHoe obecrneyeHne ynpaBneHUs MoJynemM MUTaHWs, KOHTpOns U
nHTerpauuu (1 WwT.); NporpamMmMHbIN aMynaTop umandecknx o6bekToB goctyna (1 wr.); metTognyeckoe
nocobwue (2 wr.).

19. OueHo4HbIe cpeacTBa AN NPOBeAEHNA TEKYLEN N NPOMEXYTOYHOWN aTTecTauum
obyyaroLwmxcs no npakTuke

HanmeHoBaHue Uupukatop(bl)
Ne | paspena aucumnnmHbI K°"L'|';'I‘(e;§"" AOCTVKEHMS Ouenounkle cpencTsa
(mogyns) u KOMMeTeHUUn




HaunmeHoBaHue KoMmneTeH Unaukatop(bl)
pasgena AuCLUMNIINHbI DOCTUXeHUs OueHoYHbIe cpeacTBa

(Moayns) Lusi(u) KOMNeTeHLUM

Ne
n/n

OpzaHu3ayuoHHO- OlK-7 OfK-7.1

1. nodeomg;l;n;eanb/u OMK-2.1 OMK-2.1.2 OTy4eT No npakTuke.

OliK-7.2
OlK-7.4
OlK-7.5
OfFIK-7 Ol1K-7.8
Ol1K-7.9

MpoekmHo- OfiK-7.12 o 3
P ONK-713 TYET Mo NpakTuKe. 3aluMTa oT4eTa No

mexHosoaudyeckuli aman npakTuke.
exHosio2u4ecKkuli ama ONK-13.13 p

Of1K-13.14
Ofl1K-13.15
OlnK-13.17
OnK-2.1.1
OlnK-2.1.5

OrlK-13

Ork-2.1

Orl1K-7.10
Of1K-7.11
OrIK-7 OFlK-7.14
Orl1K-7.15
OkcrnepumeHmarnsHo- Or1K-7.16

3. uccnedosamensekuil ONK8.10 OTt4eT no npakTtuke. 3awmTa oT4eTa No
sman OrK-8 OrK-8.11 MPAKTIKE.

Orl1K-8.15

OlK-13.19
OrllK-13 OlK-13.21
OlK-13.23

OrK-9 Ol1K-9.15
Ol1K-13.5
. Ol1K-13.6
OgpopmneHue omyéma no

OrlK-13 OllK-13.12 OT4eT Mo NpaKTUKe.

umoeaam npakmuku ONK-13 16

OrK-13.18
OlK-2.1 OlK-2.1.4

MpomexyToyHas aTTecTauus

o VnomeBmayanbHoe 3agaHne
dropMa KOHTPONA — 3a4€T C OLLEeHKOMN AMBiaY A

20. TunoBble OLEHOYHble cpeaAcTBa M MeToAuYeCKMe MaTepuanbl, onpegensilowme
npoueaypbl OLleHUBaHUA

20.1 TeKyw M KOHTPOSb YyCNeBaeMoCcTH
KoHTponb ycneBaemMocTv No ANCUUNIINHE OCYLLECTBIAETCS C MOMOLLBIO CreayLMX OLEeHOYHbIX
CpencTs:
NHomBuayanbHble 3agaHus
MepeyeHb nHamMBUAYyanbHbIX 3agaHni
[lepeyeHb uHOUBUOYaslbHbIX 3adaHull
MpoBecTn aHanu3 NOCTaBfIEHHOW 3afayn C TOYKM 3peHunss obecrneveHnsi MakcumanbHO 3EKTUBHOM
3aWnTbl MHOPMaUUN B MHAPACTPYKTYpe opraHu3auum (paccMoTpeTb TeopeTuMdecKue acnekTbl, Ha
OCHOBaHWM aHanu3a NocTpouTb Moaenb 6e3onacHoCcTy).
1. ABTOMaTM3MpOBaHHasa CMCTEMa B 3aLUMULLEHHOM WCMOSIHEHUW OpraHu3aumm (Unu npeanpusaTuN
no6on hopmMbl COGCTBEHHOCTHN).
2. AHanus ya3BMMOCTEN U opraHmsaumsa 3awuTbl MHOPMaUMM B NOKanbHOM CeTU opraHusaumnm
(vnn npegnpuaTua nobon PopMbl COGCTBEHHOCTH).
3. AHanns yasBMMocTe U 3PEPEKTUBHOCTM CpeactB M crnocoboB 3awutbl UHGOpMauumM B
aBTOMATM3NPOBAHHOWN cUCTEME OpraHu3auuun (Mnv npegnpusatusa nobon opmMbl COGCTBEHHOCTH).
4. VHCTpyMEHTanbHbIi MOHUTOPVHI 3aLMLLEHHOCTM aBTOMaTU3NPOBAHHOW CUCTEMbI OpraHm3auum
(nnun npegnpuaTna ntobon opmMbl COGCTBEHHOCTH).
5. MHdbopmaumoHHaa cuctemMa nepcoHanbHbIX OaHHbIX OpraHu3auum (unu npeanpuaTtus nobon

dopmbl COBCTBEHHOCTH).




6. KomnnekcHas 3awwmta nHopmMmauun B nokanbHOW CETU opraHmsaumm (Mnv npeanpustms nobown
dopmbl COBCTBEHHOCTH).

7. MogroToBka K artrectaumn MHAPOPMALNOHHOMW CUCTEMbI MEPCOHAsrbHbBIX OAHHbIX B OpraHusaumm
(vnun npegnpuaTn ntodor dopmMbl COBCTBEHHOCTH).

8. Cbop ¥ aHanmM3 UCXOOHbIX AaHHbIX AN NPOEKTUPOBaHWUS CUCTEMbI 3aliMTbl MHOpMaumm
opraHusauum (Mnv npegnpusaTmsa Niobon popmMbl COGCTBEHHOCTH).

9. Cuctema KOHTPONSA W ynpaeneHus OOCTYNOM B OpraHusaumm (Mnv Ha npegnpusatum nobon
opMbl COGCTBEHHOCTMW).

10. Cuctema ynpaBneHnss MHAPOPMALNOHHOMW 6e30NacHOCTbI0 aBTOMaTU3NMPOBAHHOW CUCTEMBI
opraHusauum (unu npegnpuaTus nobdon dopmbl COGCTBEHHOCTH).

TpeboBaHUs K BbINOMHEHUIO 3a4aHNI

MpoBecTM aHanM3 MOCTaBMEHHOW 3aJaydM C TOYKM 3peHust obecrnedeHust HaxoXaeHust
9 (PEKTUBHOIrO peLLeHMs ONMpasicb Ha CyLLECTBYIOLLYIO MHPACTPYKTYpy OpraHusauum (paccMoTpeTb
TEopeTMYeCcKMe acnekTbl, Ha OCHOBaHWM aHanM3a NoCTPOUTb MOAENb PeLUeHUs U T.4.).

20.2 NMpomexyToyHasa aTrectaums

MpomexyToyHas aTTecTauus No AUCLUNINHE OCYLLECTBNSETCS C MOMOLLBIO CNEeAYOLLNX
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke

TeMmbl Ipoekmos

1. Cpeactea obecnedeHnss UHGOpMaUMOHHOM  ©6e30macHOCTM B KOPNopaTUBHbLIX
MHPOPMALMNOHHBIX CUCTEMAX
AnnapaTtHble cpeacTBa obecnevyeHnsa NMHpopmaLumMoHHON 6e3onacHOCTH
NHopMaLmMOHHbIE YA3BUMOCTN OO BHEKTOB
lMporpammHble cpeacTBa obecnedyeHns nHpopmMaunoHHon 6e3onacHoCTH
AHTPOMNOreHHble UHPOPMALNOHHBIE YS3BUMOCTU
TexHoreHHble NHPOPMaLNOHHbBIE YS3BMMOCTU
OpraHusaunoHHO-NpaBoBLIE CpeacTBa obecnevyeHns UHPopMaunMoHHoM 6e3onacHoOCTH
Yrpo3bl MHPOPMaLMOHHON 6€30MNaCHOCTU U UX UCTOYHUKK
. OpraHunsaumoHHO-aAMUHUCTPATUBHbBIE CPeACTBa 3aluUTbl MHGOPMaLUK

10 OCHOBHbIE NPUYMHBI YTEYKN MHPOPMALMN 1 BO3MOXHOCTU NPOTUBOAENCTBUS yTEYKaM
MHOpMaLUK.

11. Mepbl 3aWmnTbl NEPCOHANbHbIX AAaHHBIX B MH(POPMALNOHHbBIX CUCTEMAX MEPCOHasNbHbIX
AaHHbIX.

12. lNoarteepxaeHne NoANMHHOCTN OBBHEKTOB N CYOBEKTOB MHPOPMALIMOHHON CUCTEMBI.

13. KOHTpOSib LENOCTHOCTU MHPOpMaLUMn. XaLW-(PYyHKUUKN, NPUHLMMBLI MCMNOMb30BaHUS X3LU-
dyHKUM onst obecneyeHuns LenoCTHOCTU OaHHbIX.

14. Yrposa HapyweHunsa KoHpuaeHumansHoctu. OcobeHHOCTM U npuMmepbl peanusauuu
yrpossbil.

15. Yrposa HapyweHus LenocTHOCTU AaHHbIX. OCOBEeHHOCTM U npuMepbl peanusauun
yrpossbil.

16. Yrposa oTkasza cnyxb (yrpo3a oTtkasza B pgoctyne). OcobBeHHOCTM U npumepsl
peanusauuu yrposbl.

17. Yrposa packpbiTua napameTpoB cuctembl. OcCobBeHHOCTM M NpuMepbl peanusauuu
yrpossbil.

18. OcHOBHble TUMNblI MOAUTUKM Be3onacHOCTM AocTyna K AaHHbIM. [UCKPELMOHHbIE U
MaHAaTHbIE NONUTUKMN.

19. TpeboBaHua K cucTeMam Kpuntorpaduyeckon 3awuTbl:  KpunTorpaduyeckme
TpeboBaHunsa, TpeboBaHma HagexHocTn, TpeboBaHus no 3awmte ot HC[, TpeboBanusa K
cpeacTteam paspaboTku.

20. ADMVHUCTPAaTUBHLIN YPOBEHb 3aWuTbl WHpOpMaUMKW. 3agdayv pasfvyHbIX YPOBHEN
yrnpasreHus B pelieHun 3agadm obecneveHms MHPoOpMaLMOHHON 6e3onacHOCTH.

©CoNoO~WN



21. MNMpouenypHbin ypoBeHb obecneyeHus 6esonacHocTn. ABTopm3aumst Nonb3oBaTenen B
MH(OPMaLMOHHON CUCTEME.

22. geHTndmkauma u ayteHTudukauma npyv BXoA4e B UMHMOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHne NaponbHbIX CxeM. HegoctaTku naposibHbIX CXEM.

23. geHTndpmkauma wn  ayteHTUpukauna nonb3oBaTenen. [lpumeHeHne nporpaMmmHo-
annapaTtHbIX CpeacTB ayTeHTUMUKaumm (CMapT-KapTbl, TOKEHBbI).

24. buomeTpudeckmne cpenctea naeHTUUKaumm n ayteHTudmKkaumum nonb3oBaTenen.

25. AyTeHTuUduMKauns cybbEeKTOB B pacnpenerieHHbIX cuctemax, npobnemsl N peLleHus.

26. Ayaut B WHOPMALMOHHbIX cuctemMax. PyHKUMM U HasHadeHwe ayauTta, ero ponb B
obecnevyeHnn NHGPopMaunoHHon 6e3onacHoOCTH.

27. Bupycbl n metoabl 60pb0bbl C HUMWU. AHTUBMPYCHbIE NPOrpamMMbl U NaKeThbl.

28. lMporpammMmHo-annapaTtHble 3aWwuTbl  WMHAOPMAaUMOHHBIX pecypcoB B MHTepHerT.
MexceTeBble 3KpaHbl, X PYHKLUUN N HA3HAYEHMS.

29. Kputepun oueHkn 6e30nacHOCTU KOMMbHOTEPHbIX cuctem. CTpykTypa TpeboBaHui
©6e3onacHocTu. Knacchbl 3aWmLLeHHOCTH.

30. EguHble kpuTepum 6€30NacHOCTU MHAOPMALMOHHBLIX TEXHOMNOMMN. MNoHATHe npodung
3awmTbl. CTpyKTYpa Npodouns 3awmThbl.

31. EguHble kpuTepum 6e30MacHOCTU MHM(OPMALMOHHBIX TEeXHOMNOrnn. lMpoekT 3awuTbl.
TpeboBaHus 6e3onacHOCTU ((PyHKUMOHanNbHbIE TpeboBaHNS N TpeboBaHUS afeKBaTHOCTH).

32. MNoHATMe anekTpoHHOW uudpoBon noanucu. lNpouenypbl dopMmUpoBaHUA LMGPOBON
noanmcu.

33. Metogbl HecMMMETpPUYHOro  WKndgpoBaHusa. Mcnonb3oBaHne  HECUMMMETPUYHOIO
WwndpoBaHna ansa obecneveHnss LENOCTHOCTU AaHHbIX.

34. Cpeactea obecneveHns  uHdopmaumoHHon 6esonacHocth B OC  Windows.
PasrpaHnyeHune goctyna Kk gaHHbIM. [[pynnoBasi nonuTumka.

35. NMpumeHeHne dannoson cuctembl NTFS agna obecneyeHnss uvHGOPMaLMOHHOM
6esonacHoctn B Windows. Cnuckum KoHTpons pgoctyna K pgaHHeim (ACL) mx ponb B
pasrpaHnyYeHnn gocTyna K AaHHbIM.

36. NpumeHeHne cpeacte Windows ans  npegoTBpalleHus  yrpo3  packpbITUA
KOH(pmnaeHUmanbHOCTK AaHHbIX. LndpoBaHmne aaHHbIX. DyHKUMK 1 Ha3HaveHne EFS.

37. PasrpaHuyeHnune goctyna k gaHHeim B OC cemerictea UNIX.

38. OcHoBHble 3Tanbl pa3paboTkM 3aWMLLEHHOW CUCTEMBbI: oOnpeaeneHne MofUTUKN
B6esonacHocTn, npoekTnposaHne mogenun UC, paspaboTtka koga VC, obecneyeHne rapaHTun
COOTBETCTBUA peanusaunn 3agaHHoON nonuTuke 6e3onacHoCTu.

39. MpuymHbl  HapyweHus  6e3onacHoCTM  WMHopmMaumm npu  ee  obpaboTke
Kpuntorpadn4eckMmmn cpeacrTeamum.

40. MNMoHATMEe aTakm Ha cuctemMy WHgopMaumnmoHHonm ©GesonacHocTn. OcobeHHoCTH
NOKanbHbIX aTak.

41. PacnpegeneHHble MHOPMaUNOHHbIE CUCTEMBI. YpaneHHble arakum Ha
MHPOPMALMOHHYIO CUCTEMY.

42. KaHanbl nepefayv [aHHbIX. YTedka WHopMauuu. ATakm Ha KaHanbl nepegauyu
AaHHbIX.

43. OnekTpoHHas noyTta. lNMpobnembl obecneyeHnss 6e30nacHOCTN NOYTOBLIX CEPBUCOB U NX
peLleHus.

44. BupTyanbHble YacTHble CeTU, X (PYHKLUMM N Ha3HaAYEHME.

45. CeTeBble BOWHbI: LEeNW, 3agjayv, CUeHapum W cpeacTBa WX MNPOBEOEHMUs, OueHKa
NepcnekTMB pasBuUTUS U NPOTUBOAEWNCTBUS B KOHTEKCTe obecneyeHns WHEGOOPMaLNOHHOM
©e3onacHoCTM rocyaapcTBa.

46. CoumnarnbHble CETU Kak UHCTPYMEHT OpraHn3aunm NpoTeCTOB U « PEBOSTIOLMIA»: CNOCOObI
N cpeactBa BO3MYLLEHMS cOuUMyMa, CUeHapun ocrabneHuss U CBEepXXeHus Bnactu, Mepbl
NPOTUBOAENCTBMSA B KOHTEKCTE obecneyeHnsa nHopmaumnoHHon 6e30nacHOCT rocyaapcTaa.

47. CTaTUCTUYECKNA aHanNn3 BCEBO3MOXHbIX KITAaCCOB M TUMOB aTak Ha MHPOPMaLUMOHHbIE
WH(O-CUCTEMBI:  Lenu, YactoTa atak WM BennumMHa yuwepboB OT wX peanusaumu,



COOTBETCTBYOLLAsA
OLEeHKa PUCKOB B AMHaMuKe pa3BuTua cdepbl MHGOpMaUMoHHOM 6e30macHOCTH, BbIBOAbI
OTHOCMUTENbHO OMACHOCTU U BO3MOXHOCTEN NPOTUBOAENCTBUS.

48. AHann3 n noprotoska o63opa Hay4YHO-TEXHUYECKMX MaTepuarioB MO reTeporeHHbIM
CeTaM B KOHTEKCTE obecneyeHns nx 6e3onacHocCTMm.

49. Pa3Butne Hay4YHO-MeTOAMYECKOro obecrneyeHns Teopun BEeTBALLMXCA MpPOLEeCCOB Ha
aHanu3 pacnpocTtpaHeHus BpeAOHOCHOro NporpaMMHOro obecnevyeHmns B CeTeBbIX CTPYKTypax.

50. Pa3Butne Hay4yHO-MeTogM4ecKkoro obecneyeHmsi Teopum criydamHblx rpadoB Ha aHanus
XMBYYECTU CETEBBIX CTPYKTYP.

51. OnacHoctb DDOS-atak n pucKk-mMooenupoBaHne WX pPasHOBUMOHOCTEN B KOHTEKCTE
NPOTUBOLAENCTBMS.

OueHka no npakTuKe BbICTABMSAETCA PYKOBOOUTENEM MPaKTUKM OT kadeapbl HA OCHOBE
cogepxaHusa oTyeTa CTyAeHTa, OT3blBa pyKoBOAUTENsS OT NpeanpusaTUd, BbICTYMNIEHUS C
npeseHTauMen n 0TBETOB Ha BOMPOCHI MO UTOraM NPaKTUKM.

OTyeT NO nNpakTuke [JOMmKeH ObiTb M3MNOXEH TEXHUYECKM T[PAMOTHbIM SA3bIKOM C
NnPUMEHEHNEM peKoMeHOOBaHHbIX TepMUMHOB W abbpesuatyp 6e3 opdorpaduyecknx wu
rpaMmmaTmyeckmx owwunbok. lNpu 3awmte oTyeTa MO MNpakTUKe OLEHMBAETCA COOTBETCTBUE
MHopMauuK, NpeacrTaBneHHONn B oTvyeTe, AaHHbIM M3 MHMOPMALMOHHBIX pecypcoB obLiero
aoctyna cet IHTepHeT, maTepmanos Nekumin, y4ebHOM 1 TEXHNYECKOW NnTepaTypbl.

KoHeuHbIMM pe3ynbTaTamMm ocBoeHunsa nporpammbl HAP gaensotca cpopmupoBaHHbie
KOrHUTMBHbIE [OECKPUNTOPbl «3HaTb», «YMETb», «BrnadeTb», pacnMCaHHble MO OTAENbHbIM
komneteHumam. OHu npeactasneHbl B Tabnuue 10. dopmupoBaHMe 3TUX OECKPUNTOPOB
npoucxogut B TevyeHMe Bcero nepumoga BbinonHeHus HWP, B pamkax BbIMNOAHEHUS
CaMoCTOATENBbHOW paboTbl BbINOSIHEHMM pa3NU4YHbIX BMAOB paboT noag pyKOBOACTBOM
pykosogutens HAP.

[na oueHkn geckpunTopoB koMneTeHuun ucnonbdyetca 100 6annbHasa wkana oueHOK.
[Ona onpegeneHus gakTU4eCKMX OLIEHOK KaXKaoro nokasaTensl BbICTaBNSAKTCHA creayloume
O6annbl.

Onsa neckpMnTopoB KaTeropmm «3HaTb»:

— TpeboBaHuAM KpuTepusi (OTBET MOJSHbIA U NPaBUMbHLIA HA OCHOBAHUM U3YYEHHbIX
Teopun; Matepuan U3NOXeH B onpeaenieHHOW fnorm4eckon nocreaoBaTenbHOCTU, HayYHbIM
A3bIKOM; OTBET camocTosTenbHbli — 85-100% OT makcumanbHoro konudectso Gannos (100
6annos). COOTBETCTBYET OLIEHKE - «OTIINYHOY;

— pesynbTaT, coAepXalMi HEMNOSHbIA MpaBuUSibHbIA OTBET WM OTBET, CoAep’Kalumi
HEe3Ha4YUTENbHbIE HETOYHOCTU (OTBET [OCTATOYHO MOSHbIA M NPaBUSIbHBIN HA OCHOBaHWUK
N3yYeHHbIX MaTepuarnos; mMartepuan N30XEH B onpegeneHHom NOorn4yeckKon
nocrnegoBaTenbHOCTU, NpU 3TOM AONyLEeHbl ABE-TPU HECYLEeCTBEHHble owunbkun), 75-84% ot
MaKCMMarnbHOro KonnyecTtsa 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, cogepXawumh HEMNOSHbIA MpaBUnbHbIN OTBET WM OTBET, COAEpPXalluu
3Ha4YUTENbHbIE HETOYHOCTM (NPU OTBETE AOOnylleHa cyllecTBeHHas owwubka, nnm B OTBETE
cogepxutca 30 - 60% HeobOXoouMbIX CBeLEeHWUA, OTBET HecBA3HbIN) — 60-74 % oT
MaKCUMarnbHOro KonnyecTea 6annoB; COOTBETCTBYET OLIEHKE - «yOOBIETBOPUTENBHOY;

— pesynbTaT, cogepXallimii HENOSTHbINM NpPaBuibHbIM OTBET (CTEMNeHb MOSHOTHI OTBETA —
meHee 30%), HenpaBunbHbIA OTBET (OTBET HE MO CYyLLECTBY 3aJaHnd) Unn oTCyTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYWOLMA MOMHOCTbIO TpeboBaHuam kputepuss, — 0 % oOT
MakcumarnbHOro konunyectesa 6annos. COOTBETCTBYET OLIEHKE - «HEYAOBETBOPUTEITbHOY.

Onsa peckpmnTopoB KaTeropumn «Ymetb» n «Bnagertb»:

— BbINOJIHEHbI BCE TPEOOBAHMS K BbINOJTHEHMIO, HANMMCaHMIO N 3aWmuTe OT4YeTa. YMeEHue
(HaBbIk) ccopmmpoBaHo nonHocTbldo — 85-100% OT MakcMmanbHOro komnuyectsa 0Gannos.
CooTBETCTBYET OLEHKE - KOTIINYHOY;



— BbIMOMHEHbI OCHOBHbIE TPEOOBaHUA K BbINOSHEHMIO, OCOOPMIIEHNIO N 3aLLMTe OTYeTa.
MmeroTca oTaenbHble 3aMevyaHns U HegocTaTku. YMeHue (HaBblK) ChopMMpPOBaHO JOCTAaTOYHO
NosiHoO — 75-84% OT MakcuManbHOro konuyectasa 6annoB. COOTBETCTBYET OLEHKE - «XOPOLLIOY;

— BbINONHeHbl 6a3oBble TpeboBaHMs K BbINOSHEHMIO, OOPMIIEHMIO M 3aluUTe OT4YeTa.

MmetoTca [OCTaTOYHO CyLEeCTBEHHble 3aMeyvaHusi U HefoCTaTku, Tpebyume 3HauYnTeNbHbIX
3aTtpaT BpPEMEHW Ha wucnpasrieHne. YMeHune (HaBblk) CCOPMUMPOBAHO HA MMHMMAIbHO
A0NyCTUMOM ypoBHe — 60-74% OT MakcumManbHOro konnyectea 6annoB. COOTBETCTBYET OLIEHKE
- «YOOBNETBOPUTESIbHOY;
TpeboBaHNA K HanucaHuio W 3awuTte otyeTa. MMerTca MHOroYMCrieHHble CyLeCTBEHHble
3aMevYaHns 1 HedocTaTKuM, KOTopble He MoryT ObiTb ucnpasneHbl. YMeHue (HaBblK) He
ccoopmmpoBaHo — 0 % OT MakcumanbHoro konmyectBa 6annoB. COOTBETCTBYET OLEHKe -
«HEeyaoBNEeTBOPUTENBHOY.

[na atTtectaumMu CTyOeHT npeabsBnseT OHEBHUK MNPakTUKW, 3afjaHuve pyKkoBoaAUTENd Ha
NPOXOXAeHMe MpPakTUKN 1 odopmMmnseT pesynbTaTbl MNPaKTUKA B BuAe OT4yeTa U rOTOBUT
BbICTYMMEHNe C npe3eHTaunen no pesynbratamMm NpakTUKu.

[ns oueHnBaHus pe3ynbTaToB 00y4YeHMs1 HA 3a4YeTe C OLIEHKOM ncnonb3dyetcs 4-6annbHas
Wwana: «OTIANYHO», «XOPOLLO», «yOOBETBOPUTESNBHO», «HEYAOBNETBOPUTESTLHOY.
CooTHoLeHME nokasaTenemn, KpUTEPUEB M LUKasbl OLEHMBaHUSA pe3yrbTaToB 00yyYeHus.

YpoBeHb
Kputepum oueHnBaHnsA KoMnNeTeHUmMNn CcHOPMMPOBAHHOCTH LLikana oueHok
KoMneTeHunmn
3HaTb: pesynbTaT, COAepXaluWi MOMHbLIN MNPaBWUMbHbIA OTBET, MOJHOCTLIO | [To8biweHHbIU ypo8eHb Omnuy4Ho

cooTBeTCTBYeT TpeboBaHMsSM KpuTepusi (OTBET MOMHbIN W NPaBWMbHbIA Ha
OCHOBaHWN W3YYEHHbIX TEOpWI; MaTepuan W3NoXeH B OMNpedeneHHon
nornyeckomn nocregoBaTenibHOCTH, Hay4HbIM A3bIKOM; oTBeT
CaMOCTOATENbHbIN.

«YMeTb» W «BrapeTb»: BbINOMHEHbI Bce TpeboBaHWUSA K BbINOMHEHWIO,
HanucaHuio 1 3awmTe oT4eTa.

3HaTb: pesynbTaT, CoAepXallMi HEMOSHbIN NPaBWMbHbLI OTBET WX OTBET, Bba3osnili yposeHb Xopouwio
COAEpXalUMN He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOMHO MOMHbLIA Y
npaBuUrbHbIA Ha OCHOBaHUM M3YYeHHbIX MaTepuanos; mMaTepuan WU3fNOoXeH B
onpeaeneHHo NorM4yeckor nocrnegoBaTenbHOCTU, NpW 3TOM AONYyLLeHbl ABe-
TPWU HECYLLLECTBEHHbIE OLLUMOKM).

«YMeTb» 1 «Bnagetb»: BbINOMHEHbI OCHOBHbIE TPEOOBaHWSA K BbIMONTHEHUIO,
odopmneHnio 1 3awmTe oTyeta. WmeloTca oTAenbHble 3aMevaHns wu
HegocTaTkn. YMeHue (HaBblk) COOPMMPOBAHO AOCTATOYHO MOJHO

3HaTb: pesynbTaT, CoAepXallMi HEMONHbIN MpaBWrbHbLIA OTBET WM OTBET, lMopoezosksiti yposeHs Y0osnemeopum
CcoAepXalumMn  3HauuTernbHble  HETOYHOCTM  (NpM  OTBeTe  JonylieHa €J1bHO
cywecTBeHHasi ownbka, unm B oteeTe copepxutcs 30 - 60% HeobxoaMMbIX
CBEJEHUI, OTBET HECBA3HbIN)

«YMeTb» 1 «BrnageTtb»: BbiMonHeHbl 6a3oBble TpeboBaHMSA K BbIMOMHEHUIO,
ocopmneHnio un 3awmTe oT4yeTa. MMelTcA [OCTATOYHO CYLUECTBEHHble
3aMeyaHus 1 HepocTaTku, Tpebyllme 3HauMTenbHbIX 3aTpaT BPEMEHW Ha

ucnpasreHuve.
3HaTb: pesynbTaT, CoAepXallMi HEMosHbIN NpaBWbHBIA OTBET (CTEeneHb - Heydosnemeop
nonHoTbl otBeTa — MeHee 30%), HenpasurbHbIN OTBET (OTBET HE MO CyLLeCcTBY umersibHO

3afaHusl) unuM  OTCYTCTBME OTBETA, T.e. OTBET, HE COOTBETCTBYHLLUNA
MOSTHOCTLIO TPEGOBaHUSIM KpUTEPHUS.

«YMeTb» 1 «BnageTtb»: TpeboBaHMsi K HaNMCaHWIO U 3alumTe oTyeTa. VimetoTcs
MHOFOYMCIEHHBbIE CYLLECTBEHHbIE 3aMeyaHusi U HegoCTaTKu, KOTopble He
MOryT BbITb UCMPABIEHbI.

20.3 ®oH/ O1IIEHOYHBIX CPeACTB C(POPMUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PEKOMEHIyeMbIii J1J1s1
NMpoOBeIeHNsI TUATHOCTHIECKUX PadoT

OTlK-7. CrnocobeH co3naeaTtb NporpaMMbl Ha S3blkax BbICOKOTO U HU3KOTO YPOBHSI, MPUMEHSATb METoAbI U
WHCTPYMEHTanbHbIE CPEeACcTBa NPOrpaMMUPOBaHUS ONS  pelleHus NpodeccuoHanbHbiX  3aaau,
OCyLLEeCTBMNATb 0OOCHOBAHHLIN BbIGOP MHCTPYMEHTAPUS MPOrpamMmMmMpoBaHMs U CNocobOB opraHv3aumm
nporpamm

OlK-7.1 3HaeT obwwme NpUHUMMNbI MOCTPOEHUS, 06GnacTM M OCOBEHHOCTU MPUMEHEHMSI S3bIKOB
NpOrpamMMUPOBaHNS BbICOKOTO YPOBHS



OrllK-7.2 3HaeT 43blk MPOrpaMMMPOBAHUSA BbICOKOIO YPOBHS (OOBHEKTHO-OPUEHTUPOBAHHOE
nporpaMMmpoBaHue)

OlK-7.4 ymeeT paboTaTb C MHTErPUPOBAHHOW cpefon pa3paboTkn nporpammMHoro obecnevyeHns

OlK-7.5 ymeet paspabaTbiBaTb M peanu3oBbiBaTb Ha $3blke BbICOKOTO YPOBHSA anropuTMbl
peLlleHns TUNoBbIX NPodeCcCUoHanbHbIX 3aaa4

Ol1K-7.8 3HaeT OCHOBHbIE anropuTMbl COPTUPOBKKN 1 NOMCKA AAHHbIX, KOMOMHATOPHbIE U TEOPETUKO-
rpadooBbIE anropuTMbl

OrlK-7.9 3HaeT obwme cBedeHUs 0 MeTodax MPOEKTUPOBAaHMUS, AOKYMEHTUPOBAHUSA, paspaboTku,
TECTMPOBaHMA U OTNaaKM NPorpaMMHoOro obecneveHms

OlK-7.10 ymeeT NpUMeHATb U3BECTHble MeToAbl NPOrpaMMMPOBaHUSA U BO3MOXHOCTU 6a3oBoro
A3blka NPOrpaMMMpPOBaHNS ANS peLleHus TUMOBbIX NPOdeCCMOHanbHbIX 3a4ay;

OlK-7.11 BnageeT HaBblkamu pa3paboTKM anropuTMOB pPELUEHUs TUMOBbLIX MPOGECCUOHANbHbIX
3agad

OlK-7.12 3HaeT HeobxoauMble 1 AOCTATOYHbIE YCIIOBUS ONTUMAaNbHOCTM 3a4a4v MaTeMaTuyeckoro
NporpaMMmnpOBaHWsI.

OrK-7.13 YmeeT NpMMeHATb METOAbI O4HOMEPHOM ONTUMU3ALIUM MPU PELLEHUN NPUKNAAHbIX 3a4au.

OrlK-7.14 YmeeT ncnonb3oBaTb METOAbl MHOFOMEPHOW ©e3yCroBHOW ONTUMU3aLUU MPU PeLLEHNN
npodeccmnoHarbHbIX 3agau.

Or1K-7.15 3HaeT meToAbl YCNOBHOW ONTUMU3ALMU NPU peLleHnn NpuknagHblxX 3agau.

OlK-7.16 3HaeT 3agayn BapuvauUMOHHOIO WUCYUCIIEHUSA, ONTMMAanbHOrO YrNpaBfieHUs U FIMHENHOro
nNporpaMMmnpOBaHuSI.
OlK-8. CnocobeH NpUMEHsITb METOAbl Hay4HbIX WCCREeAOBaHWA Npwu NpoBeAeHMM paspaboTok B
obnactu obecneveHms 6e30MNacHOCTM KOMMBbIOTEPHbLIX CUCTEM U CEeTEN

OrllK-8.10 ymeer paspabartbiBatb Mogenu 0e30MacHOCTM  KOMMbIOTEPHbIX  CUCTEM  C
MCnonb3oBaHMeEM  HeobxooMMOro MaTemMaTUyeckoro annapara W CpeacTB  KOMMbHOTEPHOro
MOAEeNUPoBaHNS

Orl1K-8.11 Bnageet cnocobamn mogenupoBaHust 6e30MacHOCTM KOMMbIOTEPHBLIX CUCTEM, B TOM
yucne MogenupoBaHus ynpasneHWs LOCTYNOM WM MHMOPMAaLMOHHBIMA MOTOKaMW B KOMMbIOTEPHbIX
cuctemax

OrllK-8.15 ymeeT nNpuMEHATb MeTOAbl 3KCMEPUMEHTANIbHOIO WCCNeAoBaHUs MNpu  peLleHun
npodeccmnoHarbHbIX 3aga4
Or1K-9. CnocobeH pelaTtb 3agavm npogeccnoHanbHOn AeATENBHOCTU C Y4EeTOM TEKYLLLErO COCTOAHUS U
TEHAEHUMA pasBUMTMS METOLOB 3alumTbl MHGOPMaUMM B OMNEPALUOHHBIX CUCTEMAX, KOMMbIOTEPHBLIX
CeTaX U cucTemax ynpasneHns 6asamu gaHHbIX, @ Takke MeTOA0B U CPEACTB 3almTbl MHOpMaumm oT
YTEYKM NO TEXHUYECKUM KaHanam, ceTen u CMCTeM nepegaydv nHpopmauum

Or1K-9.15 ymeeT aHanuampoBaTb U OLeHUBaTb Yrpo3bl MHOPMaLUMOHHOM 6e30MacHOCTM 00BLEeKTa;
Orl1K-13. CnocobeH paspabaTbiBaTb KOMMOHEHTbI MPOrpamMMHLIX M MPOrpaMMHO-annapaTHbIX CpeacTB
3aWnTbl MHpOPMaLMM B KOMMbIOTEPHBLIX CUCTEMAX M MPOBOANTb aHanun3 ux 6esonacHocTu

OrllK-13.5 ymeer pabotatb C WHTErpUpoOBaHHbLIMKM cpefamu  pas3paboTku nNporpaMmmHOro
obecneyeHus;

OlK-13.6 Bnageet HaBblkamn pa3paboTkM, OTNagkW, LOKYMEHTUPOBAHUA U TECTUPOBAHUS
nporpamm;

OlK-13.12 ymeeT chopmanu3oBaTb NOCTaBNEHHYIO 3a4a4y;

OlK-13.13 ymeeT paspabaTtbiBaTb 3P(EKTUBHbIE anNrOpUTMbl U NPOrpamMMbl;

OlK-13.14 ymeeT npoBOAUTL OLEHKY BbIYUCITUTENBbHOW COXHOCTY anroputma;

OrlK-13.15 ymeeT nnaHupoBaTth pa3paboTKy CIOXHOro NporpaMMHoOro obecneyeHuns;

OrlK-13.16 BnageeT MeTogamMm OLLEHKM KadecTBa roTOBOro NporpaMmMHoro obecneyeHuns;

OlK-13.17 BnageeT HaBblkamMn  pa3paboTkm  anropyuTMOB  ANs  PELEeHUs  TUMNOBbIX
npodeccmnoHanbHbIX 3a4ay;

OlK-13.18 YMeeT npuMeHsiTb cpeactBa M MeTodbl aHanusa nporpaMMHoro obecrneyeHus ans
BbISIBNEHMS 3aKnagokK

OlK-13.19 YmeeT npuMeHATb MeTOA4bl aHanmM3a MNPOEKTHbIX peleHnn ana obecneyeHus
3aLMLLEHHOCTM KOMMBIOTEPHBIX CUCTEM.

OlK-13.21 YmeTb npuMMeEHATb COBPEMEHHble cpeactBa obecneyeHnss  MHPOPMALNOHHOM
6e30nacHOCTM NporpaMm 1 AaHHbIX

Orl1K-13.23 YmeeT npoBoauTb aHanu3 MNporpamMMHbIX CPEACTB, NPUMEHSIEMbIX OAs1 KOHTPOMs wn
3aWnTbl KHG OPMaLMn



OrllK-2.1. CnocobeH paspabaTbiBaTb anropuTMbl, peanusylolne COBPEMEHHLIE MaTemaTudeckune
MeToAbl 3aWunTbl MHpOpMaLmm
OlK-2.1.1 CnocobeH npumMeHATb 3PdEKTMBHbIE NPUHUMNBLI pa3paboTkM CcpeacTs  3awuTbl
NMHOpPMaLMmM C UCMONb30BaHNEM aKTyarbHbIX MaTeMaTUYECKUX METOO0B
OlK-2.1.2 3HaeT TpeboBaHNSA OCHOBHbIX CTaHAAPTOB MO 3aLLUTE KOMMNBbIOTEPHBIX CUCTEM U CEeTeN
OlK-2.1.4 CnocobeH knaccndpuumpoBatb MHPOPMALNOHHbBIE CUCTEMBbI MO TpeboBaHMAM 3aLUUTHI
MHd opMmaLmn
Or1K-2.1.5 CnocobeH paspabaTtbiBaTb NPOrpaMmHbIE anropUTMbl C MPMMEHEHNEM MaTeMaTUYEeCKNX
mMozenen ons oueHkn 6€30nNacHOCTUN KOMMNbIOTEPHBIX CUCTEM
Bonpocbl ¢ BapuaHTamMmm oTBETOB
1. [OuddepeHumanbHbIn KpUnToaHannma OTHOCUTCS K aTakam:
a) Ha ocHose wudpTekcTa
b) Ha ocHoBe OTKpbITbIX TEKCTOB
c) Ha ocHoBe nogo6paHHOro OTKPbLITOro TEKCTa
d) Ha ocHoBe aganTUBHO NOAOOPAHHOIO OTKPLITOrO TEKCTA
2. Cnocob 3awwmTbl MHopMaL MK, NpY KOTOPOM KOHKYPEHT BBOAUTCS B 3abnyaeHne OTHOCUTENbHO
AEATENbHOCTN N HaMEpPEHUI:
1. KogunpoBaHue
2. kpunTtorpadus
3. ynpasrieHue
4, mackupoBka*
3. [llepeuuncnute BUAbI 3NEKTPOHHOM NOANMUCH:
a) npocTas, cnoxHasi, KOMbMHMpoBaHHas;
©) npocTas, kBannnunpoBaHHas, CrloXHasi;
8) npocmasi, keanughuyupoeaHHasl, HeKkeanuguyupoeaHHasl.
4. NpeHTudukaums 3To:
a) npouecc npeabsaBreHns nonb3oBaTenem naeHTUukaTopa;
©) npouecc NnoaTBEPXXOEHNSA NOASTMHHOCTY;
8) cpaeHeHue npedbsienAeMbiXx UGeHMuUpUKamopoe ¢ repevyHeM [PUCBOEHHbIX
udeHmughukamopos.
5. Kakyto ponb urpatoT LeHTpbl cepTudunkaumm KnoYven:
a) OHM WurpalwT poSib OOBEPEHHOM TpeTbel CTOPOHblI ANs [oKasblBaHuA hakTa nepepaydn
MHdopmMaLmu;
6) OHu cnyxam Ons peaucmpayuu aboHeHMoOe, u320MoeJIeHUsi cepmugukamoes
OMKpPbIMbIX K/OYel, XpaHeHuUsi U320MmoeJIeHHbIX cepmugukamos, noodoepxxaHusi
@ aKmyaJ/lbHOM COCMOsIHUU cripasoYyHuUKa Odelicmeyrouwjux cepmudgukamoe u eblnycka
crnucka ocpoYHO OMO38aHHbIX cepmugbukamos;
6. Mogenamu Tmna «4epHbIn ALWKUK» ABMSKOTCSA
a. Mogenv mMbineHns
b. Mogenu, onucbiBatoLe 3aBUCMMOCTb MapamMeTpoB COCTOSIHUSE OObekTa OT BXOAHbIX
napameTpoB
c. Mopenu, onucbiBaowme BxOAHble U BbIXOAHbLIE MapameTpbl O6bekTa 6e3 yyeTta
BHYTPEeHHEeMN CTPYKTYpbl 0O6ObeKkTa
d. Mogenu «aBapunHOro» SlnKa Ha camoneTax
7. Mopensamu Tuna «6enbli ALWKK» ABNAITCS
a. Mogenu mblilwneHus
b. Mogenu, onucbiBalowWwme 3aBUCMMOCTb NapaMeTPoOB COCTOAHUA OObEeKTa OT BXOAHbIX
napamMeTpoB
c. Mogenu, onucbiBaloLne BXOAHbIE M BbIXOAHbIE NapaMeTpbl 0O6bekTa C y4eTOM BHYTPEHHEN
CTPYKTYpbl 0O6bekTa
d. Mogenu, onucbiBaroLLne BbIXOAHbIE AaHHbIE B NpOrpaMme
8. YcTtaHoBUTE COOTBETCTBUE
1. MonHbI B3fIOM
2. mobanbHasa gegykumns
3. YactuuHasa geaykums
4. HpbopmauunoHHas aeaykumus
1. KpunToaHaNUTUK paspabaTbiBaeT (PYHKLUMOHANbHbLIN 3KBMBANEHT UCCredyemMoro anroputma,
MO3BOSIAIOLLMI 3aWMGPOBLIBATL M pacluMdpOBbLIBaTb MHGOPMauuio 6e3 3HaHUA Krtoya.



2. KpyNToaHaNUTUKY yaaeTcs pacwumngpoBaTb UNn 3aingposaTb HEKOTOPbIE COOBLLEHNS.
3. KpMNTOaHaNUTUK N3BIEeKaeT CEKPETHbIN KoY.
4. KpUNTOAHANUTUK NONy4YaeT HEKOTOPY MHApOPMaLMO 00 OTKPbITOM TEKCTE UMK KIHOYe.
OTBeT: 1-3, 2-1, 3-2, 4-4
9 Kakne 13 nepeymcrneHHbIX kKnbepyrpos SABNATCS KNyeBbiMM Ha bGnukanwee 6yayuwiee? Boibepute
BCE NpaBusbHble OTBEThI.
— YcTtpownctsa loT kak nnowaaka Ana peanusauum atak
— Cnam
— Tporpammbli-BbiMOraTenu
— Criminal-as-a-service (nepexoa kn6epnpecTynHUKOB Ha CEPBUCHYIO MOAesb)
— [lporpaMmbi-LLNNOHBI
— «[lMpuspakn wuHTepHeTa npowsoro» (yrpo3bl OT YycCTapeBLero MnporpaMMHOro u
nporpaMMHo-annapaTHoro o6ecne4yeHms, KOTopoe HaxoAUTCA B UHTEPHeTe)
— [porpamMmmbl-manHepsb!
—  CKUMMWHI
10. Yo Takoe HeCaHKLUNOHNPOBAHHbLIA 4OCTyn (Hca)?
1) flocTyn cy6beKkTa K 06beKTy B HapyLleHue YCTaHOBNEHHbIX B CUCTeMe npaBui
pasrpaHuyeHus gocTtyna
2) Co3gaHune pesepBHbIX KOMUI B OpraHnsauumn
3) MpaBvna v nonoxeHwusi, BbipaboTaHHbIE B OpraHn3aumm ang obxoaa naponbHOM 3almThbl
4) Bxop B cuctemy 6e3 cornacoBaHusi C pykoBoAUTENEM OpraHm3aunm
5) YoaneHue He HyXHOoW nHopmaumm
11. B yem 3aksitoMaeTcs OCHOBHas NpuyMHa notepb nHgpopmaumm, cesdaHHon c [MK?
1) ¢ rmo6anbHbIM X1WweHnemM nHdopmaunn
2) C nosiBNEHNEM MHTEPHETa
3) c HepgocTaTo4YHOM OOpPa3oBaHHOCTLIO B 06nacTM 6e3onacHoOCTU
12. lNpoTokonMpoBaHue n ayguT MOryT UCNONb30BaTbCS ANS:
(1) npepynpexaeHusa HapyweHun b
(2) obHapyxeHnA HapyLeHUn
(3) BOCCcTaHOBNEHUA pexnma Ub
13. AyTeHTMdMKauMa Ha OCHOBE Napons, NepeaaHHoro No CeT B OTKPbITOM BuAae, nrnoxa, NoToOMy YTO
He obecneunBaeT 3aLmThbl OT:
(1) nepexBaTa
(2) BOCNpOM3BeaeHus
(3) aTak Ha 4OCTYNHOCTb
14. BupTyanbHas peanbHOCTb nogpasyMeBaeT ...
A. co3pgaHHbIN TeXHUYeCKMMM cpeacTBaMu MUp, NepefaBaeMblii 4enoBeKy 4Yepe3 ero
oLlyLeHUS: 3peHune, Crlyx, ocsi3aHue u np.
B. BupTyanbHble 06BHEKTbI, UHTErPUPOBAHHbLIE B BOCMPUATUE NONb30BaTENs, Kak YacTb pearbHOn
OKpY>KatoLLen KapTUHbI M1pa B peXnme peanbHOro BpeMEHM.
C. ob6benmHeHne pearnbHOro 1 BUPTyanbHOrO MUPOB 4151 CO30aHNSA HOBbIX OKPY>KEHWIN U
BMU3yanuaauumn, rae pusnyeckmi n unpoBor 06bLEKTbI COCYLLIECTBYIOT U B3aUMOLENCTBYIOT B
peanbHOM BPEMEHW.
D. cosgaHue BMpTyanbHOro umMdgpoBOoro cLeHapus Ang BocnponsseneHna Ha nobom meana-
YCTPOMCTBE.
15. Kakne TexHn4yeckume cpeactaa MoryT 6biTb MCMOMb30BaHbI AN1S oKa3aTenbCTBa BUHbLI YernoBeka?
(1) »xypHansl gocTtyna
(2) GuomeTpUnyecKmMe KnoUm
(3) BMAeoHabnogeHve

Bonpocbl ¢ TEKCTOBLIM OTBETOM

1. CeepTo4HOE KOAMpOBaHME

OTBeT: [pn CBEPTOMHOM KOAMPOBaHUM Npeobpa3oBaHNe MHMOPMAaLMOHHbBIX NOCNeAoBaTENbHOCTEN
B BbIXOAHbIE U KOOOBbIE MPOMCXOAUT HenpepbiBHO. Kogep OBOMYHOrO CBEPTOYHOIO KOA4A COOEPXKUT
CABUratoLLMi perncTp u3 m paspsaoB M cymmaTopbl N0 Mogynto 2 Ansa ob6pasoBaHmsi KOAOBbLIX CUMBOJIOB
B BbIXOOHOW nocnegoBaTeNnbHOCTU. Bxoabl cymmaTopoB coefuHeHbl ¢ onpedenéHHbIMU paspsgamu
peructpa. KommytaTtop Ha BbIXxoe yCTaHaBnMBaeT o4epeHOCTb MOChIKN KOAOBbIX CUMBOJSIOB B KaHars
CBA3MU.



2. [1ns Kakoro UCTOYHMKA OTKPbITbIX TEKCTOB BEPOSATHOCTU NOsSIBNEHUS K -rpaMm B TEKCTe 3aBUCAT
OT UX MecTa B TekcTe?

OTtBeT HectaumoHapHbIN

3. Kakaga kpuntoaTaka OCHOBaHa Ha 3HaHWW OTKPbLITOro TEKCTa ANSA CnydYanHbIX (pparMeHToB
wnppoTtekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

4. TlosiCHUTE NPUHLMN TPUAHTyNaumum?

OTBeT: NOCTPOEHNE Ha MECTHOCTM CUCTEMbI MYHKTOB, 0Opa3yoLLMX TPEYroNbHUKN.
5. B yem 3akntovaeTcs agpdekt Jonnepa?
OTBeT: N3MeHeHne AJIMHbI BOSHbI U3MYyYeHUSA OT UCTOYHMKA 40 NPUEMHMKA.

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[nsa oueHMBaHWs BbINOMHEHNS 3a4aHU UCNonb3yeTcsa bannbHas wkana:

1) 3akpbITble 3agaHus (TECTOBbIE C BapnaHTamMmu OTBETOB, CPEOHUIN YPOBEHb CITOXHOCTH):
— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annoB — yka3aH HeBEpPHbI OTBET (MOTHOCTBLIO UMW YACTUYHO HEBEPHLIN).

2) OTKpbITblE 3a4aHus (TECTOBbIE C KPATKMM TEKCTOBbIM OTBETOM, MOBbILUEHHbIN YPOBEHb CIOXHOCTH):
— 2 6anna — yka3aH BepHbI OTBET;
— 0 6annoB — yka3aH HeBEpPHbI OTBET (MOTHOCTBLIO UMW YACTUYHO HEBEPHbIN).

3apaHua pasgena 20.3 peKkoMeHAYHTCS K UCMONb30BaHUIO NPU NpoBeAEHUN ANarHOCTUYECKUX
paboT C Lenbl OLEHKU OCTaTOYHbIX Pe3yNbTaTOB OCBOEHUSA OAaHHOW OUCLMMIMHBLI (3HaHWUM,
YMEeHWUH, HaBbIKOB).



